
 JUITA: Jurnal Informatika e-ISSN: 2579-8901; Vol. 13, Issue 1, March 2025 

Mobile Forensic in Human … | Muammar, Riadi, I., Umar, R., 1 – 10  1 

Muammar1, Imam Riadi 2*, Rusydi Umar3  

1,3 Master Program of Informatics, Universitas Ahmad Dahlan, Yogyakarta, Indonesia 
2Department of Information System, Universitas Ahmad Dahlan, Yogyakarta, Indonesia 

*corr-author: imam.riadi@is.uad.ac.id 

 
Abstract - This research examines the application of a 

mobile digital forensic laboratory developed by the Digital 

Forensics Center (DFC) at UMP to handle digital evidence 

directly at crime scenes, specifically in human trafficking 

cases. Integrating the Association of Chief Police Officers' 

(ACPO) methods, this mobile lab facilitates the 

investigative process, from planning to evidence collection 

and analysis, without delaying transport to a central lab, 

thereby speeding response times and minimizing evidence 

degradation. We employed Magnet Axiom and DF-Tools 

to analyze WhatsApp data. Each demonstrated varying 

performance in identifying key digital evidence such as text 

messages, media, and group chats. DF-Tools showed an 

advantage in identifying multimedia artifacts with a 

69.48% data acquisition success rate, compared to Magnet 

Axiom at 68.57%. Additionally, police bolstered their 

efforts to uncover human trafficking networks by 

implementing Base Transceiver Station (BTS)-based 

location tracking techniques to pinpoint suspect and victim 

locations via phone data or identity numbers. The research 

findings demonstrate that mobile labs enable rapid on-site 

responses, offer flexibility in collecting and securing digital 

evidence, and enhance efficiency and effectiveness of 

digital forensic investigations. 
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I. INTRODUCTION 

The internet has evolved rapidly, with users 

worldwide exceeding 3.8 billion people [1]. It is now 

accessible from various locations, including 

smartphones. Smartphones have become an integral part 

of daily life for many people. In Indonesia, with a 

population reaching 274.9 million in 2021, smartphone 

usage has become part of the lifestyle [2], [3]. The 

increasing use of smartphones as a communication tool 

makes it possible for WhatsApp Messenger to be 

misused for criminal activities, including cybercrime, as 

outlined in the Information and Electronic Transactions 

Law No. 11 of 2008 [4]. In cases of crime, the use of 

smartphones can impact victims of modern slavery and 

human trafficking [5]. There were 90,354 identified 

human trafficking victims globally in 2021, according to 

the U.S. Department of State in 2022, which details the 

global human trafficking data from 2011 to 2021, as 

shown in Fig. 1. 

South and Central Asia reported the highest number 

of human trafficking victims, totalling 38,426, 

representing a 113.64% increase in victims compared to 

ten years earlier [6]. Technology has made 

communication more manageable for people. While 

advancements bring positive effects, they also have 

negative consequences, such as enabling crimes through 

online applications. These crimes inevitably leave digital 

evidence behind [7]. 

Digital forensics is a branch of science that applies 

investigative and analytical techniques to computer 

media or digital storage media to discover, acquire, 

examine, and preserve evidence in criminal cases so that 

it can be legally accountable [8], [9]. Digital forensics 

involves efforts to collect digital evidence related to a 

crime that has occurred [10], such as instant messaging 

applications that may serve as media for criminal 

activities. Instant messaging is a real-time 

communication channel that uses text, graphics, voice, or 

video [11]. Social media content is crucial for the police 

conducting criminal investigations [12], [13]. To 

investigate cybercrimes based on instant messaging, 

such as human trafficking cases, the police must analyse 

the suspect's device to find digital evidence. Instant 

messaging applications have implemented end-to-end 

encryption technology to prevent privacy violations such 

as mass surveillance by intelligence agencies [14]. 

Forensic handling in cybercrime cases involving 

computers or smartphones follows four stages: 

preparation, processing crime scenes, examining 

evidence in a digital forensic laboratory, and reporting 

findings. This process is outlined in Integrated Digital 

Forensic Investigation Framework Version 2, designed  

to comprehensively cover all aspects of digital forensic 

investigation [15]. 
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Fig. 1 The number of human trafficking victims globally 

according to Databooks Katadata.co.id 

 

Indonesia's lack of digital forensic laboratories has 

been a major barrier to handling digital evidence in 

cybercrime cases, as such facilities are limited to major 

cities. Mobile forensic laboratories provide a solution by 

enabling direct analysis at crime scenes, speeding up 

evidence collection and reducing risks of evidence loss 

or data contamination, especially in remote areas. 

Despite limitations in equipment and human resources, 

mobile labs can improve investigation efficiency, 

particularly in human trafficking cases requiring quick 

responses. This research is crucial as it assesses mobile 

labs' effectiveness in replacing traditional forensic 

processes and generating strong evidence within a short 

timeframe. 

Previous research conducted forensic processes using 

DFRWS Framework [16], [17] for forensic processes. 

The research also focused on Signal Messenger [17], 

Facebook [18] and Michat [16]. This research focuses on 

WhatsApp Messenger, specifically examining media 

artefacts, text messages (chats), user IDs, and groups. 

The main objective is to search for digital evidence in 

human trafficking cases on WhatsApp. Unlike previous 

studies that typically used physical laboratories, this 

research utilized mobile lab Digital Forensic Center 

(DFC) of Muhammadiyah University of Purwokerto 

(UMP), using the framework from Association of Chief 

Police Officers (ACPO) and two forensic tools: Magnet 

Axiom and DF-Tools. The goal is to demonstrate that 

digital forensic investigations can be effectively 

conducted at crime scenes with a mobile lab, reducing 

evidence loss risk and enabling initial evidence handling. 

This research provides insights into the advantages and 

challenges of mobile forensic investigations, serves as a 

reference for future studies, and encourages further 

development in using mobile labs for digital 

investigations. 

II. METHOD 

In this research, mobile digital forensic investigations 

were conducted using mobile laboratory of Digital 

Forensic Center (DFC) at Muhammadiyah University of 

Purwokerto (UMP), simulating a human trafficking case. 

The ACPO framework offers significant advantages in 

digital forensic investigations using a mobile laboratory, 

particularly in human trafficking cases with evidence 

from WhatsApp data. Compared to NIST, which focuses 

more on in-depth analysis in a fixed laboratory, ACPO is 

more flexible and practical for field operations. With 

simple and structured procedures, ACPO enables rapid 

collection, preservation, and analysis of evidence to 

prevent data loss or overwriting, especially in scenarios 

involving deleted chat data.  Tools such as Magnet 

Axiom and DF-Tools facilitate data recovery directly at 

the scene, making it more efficient for urgent case 

investigations. Furthermore, the ACPO framework 

ensures that every step of evidence handling complies 

with legal standards, making inquiry results admissible 

in court. Stages of the research can be seen in Fig. 2. 

This research was conducted in several stages, as 

follows: 

A. Literature Review 

This stage gathered data from previous research 

across various sources such as journals, articles, and 

books. Literature review was conducted using websites 

like Google Scholar, ResearchGate, and Science Direct. 

Keywords used in the search include "Human 

Trafficking," "Instant Messaging," "Digital Forensics," 

and "ACPO Framework." Information obtained serves as 

a basis for consideration and reference in conducting 

mobile digital forensics investigations. 

B. Case Simulation 

This stage implemented a Human Trafficking case 

scenario on WhatsApp instant messaging application. 

The scenario uses perpetrator's smartphone. In this 

scenario, Human Trafficking perpetrator is apprehended, 

and Android smartphone is secured as evidence. 

Scenario is illustrated in Fig. 3.
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Fig. 2 Research stages methodology 

 

 

Fig. 3 Case simulation 

Fig. 3 illustrates a case simulation where a perpetrator 

offers a job to a victim. After accepting an offer, the 

victim realizes the perpetrator has sold them. The victim 

reported the incident to the police, who discovered that 

perpetrator deleted 20 image files from the chat to 

destroy evidence. Following the victim's report, a 

Samsung A51 smartphone, identified as evidence, is 

secured by the police. A mobile laboratory is then sent to 

the crime scene to conduct a digital forensic 

investigation into a human trafficking case. 

C. Forensic Analysis 

At this stage, the simulation data was analysed using 

ACPO 7Safe, titled "Good Practice Guide for Computer-

based Electronic Evidence" [19]. This framework was 

chosen for its comprehensive guidelines and suitability 

for rapid digital evidence investigations using a mobile 

laboratory. ACPO was selected for its advantages for 

mobile laboratories like DFC UMP, particularly its 

flexibility in handling various mobile forensic scenarios, 

focusing on practical guidance to assist investigators in 

documenting and collecting evidence at the crime scene. 

This approach allows investigators at mobile laboratories 

like DFC UMP to secure and analyse evidence directly, 

reducing the risk of evidence alteration or loss from 

transporting evidence to a physical lab. This is especially 

crucial in human trafficking cases, where time is critical 

to follow up on communication evidence in apps like 

WhatsApp. The ACPO framework is applied in the 

mobile investigation process with four main stages, as 

shown in Fig. 4. 

 
Fig. 4 ACPO framework 

This research focuses on several variables: media, 

text messages, user IDs, and groups. These variables are 

analysed to assist in finding digital evidence related to 

human trafficking cases using Forensic Magnet Axiom 

and DF-Tool. Fig. 4 outlines the stages of ACPO 

framework [20] as follows: 

 Plan : The planning phase includes the 

laboratory's mobile plan, determining actions, 

tools, and software used, and assuring that the 

investigation process follows mobile digital 

forensics procedures that address data privacy 

challenges while facilitating rapid acquisition 

in crime scenes. 

 Capture : At this stage, the evidence data is 

documented, stored, retrieved, and collected. 

Data extraction from mobile devices is done 

quickly and securely, supported by specialised 

extraction tools, both software and hardware, 

available in the mobile laboratory. 

 Analysis : This is an extensive process of 

collecting data using technically justified 

methods to obtain helpful information and 

answer the questions that prompted data 

collection and investigation. Data is analysed 

and compared to obtain valid results. 
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 Present : Final stage presents the analysed data, 

along with recommendations for further action. 

D. Forensic Results Investigation 

Final stage is a forensic investigation of results as a 

reference for developing human trafficking cases and 

accelerating the completion of investigations. These 

results are processed into data on the location of other 

suspected perpetrators using BTS and GPS. 

III. RESULT AND DISCUSSION 

This research describes the digital forensic procedure 

employing a mobile lab that enables all phases of the 

ACPO framework, from planning to reporting, to be 

carried out on-site at the crime scene. Flexibility is one 

of the benefits of DFC UMP's mobile laboratory. It 

speeds up the inquiry and minimizes possibility of 

evidence degradation by offering a quick answer without 

requiring transmission of evidence to a central 

laboratory. Compared to a static laboratory, this 

advantage is essential in cybercrime cases involving 

human trafficking networks since it allows for quicker 

evidence handling, development of cases involving 

additional suspects, and more effective case resolution. 

A. Plan 

This process commenced with the development of a 

plan for evidence handling, which included the mobile 

laboratory's journey to the crime site in accordance with 

an official order from authorities. This was done to 

reduce risk of evidence loss when transferring to a 

central laboratory. Evidence, including smartphones of 

the perpetrator and victim, was documented while they 

were still operational upon arrival at the site. In order to 

guarantee the integrity of evidence, this procedure 

adhered to the ACPO and 7Safe guidelines. The initial 

step was to activate Developer Options to prevent 

evidence tampering and activate Airplane mode to 

terminate smartphone's internet connection. In order to 

extract evidence from WhatsApp in conformance with 

ACPO standards, this research employed Magnet Axiom 

and DF-Tools software, as well as forensic hardware in 

a mobile laboratory like Lenovo ThinkCentre Neo 50a 

PC and Samsung Galaxy A51 smartphone as digital 

evidence [20]. Fig. 5 illustrates the documentation 

procedure of evidence (Samsung Galaxy A51 

smartphone) at this stage. 

B. Capture 

Digital evidence acquisition was carried out during 

acquisition phase using mobile laboratory equipment. 

Despite limitations in tools and absence of variable 

variations in this study, field investigation team ensured 

that the collection of validated evidence followed 

established procedures. Fig. 6 illustrates digital evidence 

acquisition process. 

Forensic techniques aim to capture critical data such 

as text chats, media, and user IDs as digital evidence in 

Human Trafficking cases. The smartphone evidence was 

analysed using Magnet Axiom and DF-Tools WhatsApp. 

The the capture results are shown in Fig. 7 and 8. 

Fig. 7 shows the digital evidence data acquisition 

process using Magnet Axiom Process forensic tool with 

the connected Galaxy A51 device for data extraction. 

The results were stored in digital storage of the mobile 

forensic laboratory. Fig. 8 shows the WhatsApp data 

extraction process using DF-Tool.

 

 
Fig. 5 Smartphone evidence 
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Fig. 6 Investigator analysis officer 

 
Fig. 7 Magnet Axiom capture result 

 
Fig. 8 DF-Tools WhatsApp capture result 

 

DF-Tool features an automatic data extraction 

process. Monitoring results show that DF-Tool 

successfully retrieved artefacts, which were compressed 

into a .rar file, as demonstrated in Fig. 9, representing 

WhatsApp data acquisition results. 

WhatsApp data acquisition results from WhatsApp 

forensic tool, as shown in Fig. 9, display artefacts and 

required data extracted according to folders present on 

the smartphone, including the accompanying hash 

validation values. 
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Fig. 9 Report acquisition DF-Tools WhatsApp  

C. Analysis 

Forensic analysis was conducted in the mobile 

laboratory after obtaining data from (Capture) data 

extraction process. In this analysis, information 

discovered during examination was cross-referenced to 

ensure consistency with the pre-established simulation 

data. This process aimed to gather and filter valid, 

processable digital evidence, which was then used to 

support further investigation for use in court. In this 

investigation, the investigators used two primary 

forensic applications: Magnet Axiom Examine and DF-

Tools Viewers WhatsApp. The analysis focused on text 

information from conversations and media. Magnet 

Axiom was used for in-depth analysis and to match 

evidence related to images, audio, and text information 

according to the above case simulation, specifically 

examining conversations between traffickers and 

customers preparing for a transaction, as illustrated in 

Fig. 10. 

Fig. 10 explains the conversation between traffickers 

and customers who asked about payment methods; the 

traffickers explained that payments can be made via bank 

transfer or payment applications. Data extraction using 

Magnet Axiom can produce data artefacts that can be 

reviewed and analysed, as shown in Fig. 11.

 

 
Fig. 10 Report chat Magnet Axiom  

 

 
Fig. 11 Full report on the results of the acquisition of the Magnet Axiom application 
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Meanwhile, DF-Tool WhatsApp was used to extract 

and analyse conversation data from the WhatsApp 

application, which included job offers similar to those in 

the case simulation above, displaying conversations 

between traffickers and victims, as shown in Fig. 12. 

Data extraction in the DF-Tools application can 

produce data artefacts that can be reviewed and analysed, 

as in Fig. 13. 

The investigators then compiled all the analysed 

evidence to create a comprehensive report. Report was 

prepared using a pre-existing template, which expedited 

preparation of results directly in the DFC UMP mobile 

laboratory. This approach facilitated understanding for 

non-experts, ensuring that the information presented can 

be clearly interpreted and effectively used in further 

investigative processes. 

D. Present 

Presentation stage explains that the researchers 

successfully collected digital evidence including 

conversations, user IDs, media, and groups. This 

research focused on analyzing conversations stored in 

device's database. The researchers employed an index 

number formula (1) to assess performance of forensic 

tools used, aiming to provide a more accurate evaluation 

of tools' effectiveness in identifying and collecting 

digital evidence.  

 

 𝑃𝑎𝑟 =
∑𝑎𝑟0

∑𝑎𝑟𝑇
× 100                   (1) 

 

Note: 

𝑃𝑎𝑟 = Forensic tool accuracy index number 

𝑎𝑟̇𝑇  = Total number of variables used  

𝑎𝑟̇0 = Number of variables detected [17]. 

 

The findings highlight mobile forensics as an efficient 

and reliable method for forensic investigations using 

mobile laboratory, particularly on Android platform. 

This is supported by the performance index calculations 

of the forensic tools used, as shown in Table I, where 

Magnet Axiom and DF-Tools demonstrate variations in 

performance in identifying and collecting digital 

evidence.

 

 
Fig. 12 View chat results from the acquisition of the DF-Tools application 

 

 

 

Fig. 13 Report on the results of the acquisition of 

the DF-Tools application 

  

TABLE I 

ACQUISITION SUCCESS  

Digital evidence 

Digital evidence obtained 

Magnet 

Axiom 

DF-

Tools 

Submitted 

evidence 

ID Chat 86 99 110 

Grup 4 5 5 

Image 3410 3423 5000 

Audio 43 68 68 

Document 31 28 31 

Video 29 29 40 

Percentage Success 68,5% 69,4% 100% 
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Based on Table I, findings of digital evidence show 

performance variations between forensic tools Magnet 

Axiom (68.5%) and DF-Tools (69.4%). The difference 

in success rates between the two tools is minimal and 

may not be statistically significant. Of the 110 text chat 

IDs sent, Magnet Axiom successfully found 86 text 

chats, while DF-Tools found 99 text chat IDs. Both tools 

were able to identify Group Chats, with Magnet Axiom 

finding 4 out of 5 groups sent, while DF-Tools found all 

five groups. In terms of image files, there were 5000 

artefact files, 20 of which had been deleted. Magnet 

Axiom found only 3410 image files, and the deleted files 

in chat could not be recovered, whereas DF-Tools found 

3423 image files, with 13 of them being deleted files. For 

audio files, Magnet Axiom found 43 out of 68 audio files, 

while DF-Tools found all 68 audio files. Regarding 

documents, Magnet Axiom found 31 files, while DF-

Tools found 28 papers. Both tools successfully found 29 

out of 40 video artifacts. Neither of the tools could 

recover 100% of data, as the smartphone was not rooted 

or given full access. So, this limitation occurred. Rooting 

was not performed to achieve process efficiency. 

These results show that both tools have different 

performances in identifying specific types of artefacts. 

Magnet Axiom has limitations in identifying deleted files 

in chats, while DF-Tools is more effective in recovering 

deleted image files. Overall, the performance difference 

between the two tools indicates that DF-Tools is slightly 

more effective, particularly for deleted data, although the 

difference is only 0.9%. Therefore, mobile forensics 

using the ACPO framework can be an effective method, 

as both tools perform well in a short and rapid process. 

E. Investigation 

Investigation stage discusses case development 

which involves tracking estimated location using phone 

number or digital identity number of other suspected 

perpetrators. This investigation aims to create a more 

detailed and comprehensive timeline of events. The 

concept of location tracking based on data found refers 

to the patent proposed by [21], which discusses location 

determination based on Base Transceiver Station (BTS), 

as illustrated in Fig. 12. A BTS (Base Transceiver 

Station) or transmitter station can determine its location 

using information received from nearby BTSs or signals 

sent by mobile devices to neighbouring BTS. 

Fig. 12 illustrates steps taken to trace the locations of 

other suspected perpetrators. The process begins with the 

collection of signal data from Base Transceiver Stations 

(BTS) and GPS data from relevant mobile devices, 

including alleged phone number or IMEI. This signal 

data is then processed to determine signal strength and 

estimate the device's location using triangulation 

methods, taking into account BTS identity, signal 

reception time, signal strength (RSSI - Received Signal 

Strength Indicator), and Timing Advance (TA). Next, 

GPS data is used to verify and strengthen location 

estimates, as well as to analyse timing to understand the 

sequence of movements. Integrated data is then 

visualised using mapping software to identify movement 

patterns, which helps in uncovering relationships 

between suspects and locations. Afterwards, the obtained 

location data is compiled into a report to be presented to 

authorities or telecommunications operators for follow-

up based on the findings; this stage can be conducted 

directly in the mobile laboratory. This stage of 

investigation is crucial as it assists the police in 

thoroughly uncovering human trafficking cases. By 

following these steps, the integration of BTS and GPS 

data not only enhances accuracy of locating other 

suspected perpetrators but also strengthens overall 

investigation process, especially in dismantling networks 

in cases where timely and accurate information is 

essential.

 
Fig. 12 Tracking location by BTS 
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IV. CONCLUSION 

This research examined the use of the DFC UMP 

mobile digital forensics laboratory as an innovative 

method for handling digital evidence at the crime scene 

within ACPO framework. The mobility of this laboratory 

enhances quick response times. It reduces risk of 

evidence tampering or damage, which is critical in 

human trafficking cases involving perpetrators and 

victims in different locations. Various tools, such as 

Magnet Axiom and DF-Tools, are used to handle 

investigations in obtaining digital evidence from 

WhatsApp, including chat IDs, groups, images, audio, 

documents, and videos, particularly in scenarios 

involving deleted image chats. Authentication of 

evidence can be verified through file hashing, and the 

success rate in finding evidence based on parameters 

reaches 100%, which is in line with the capabilities of 

the forensic tools. The results of this research align with 

the research objectives, revealing that rapid field 

investigations can be conducted with a success rate of 

69.4% for DF-tools, especially in recovering deleted 

evidence. To improve accuracy, it is recommended that 

future research conduct rooting processes to obtain more 

specific and accurate data. This research introduces case 

development by tracking the locations of other suspected 

perpetrators by utilising data in the forms of phone 

numbers or identity numbers, allowing for estimated 

location information to be discovered through BTS and 

GPS tracking methods, which leverage BTS Identity, 

RSSI, TA, and the latest GPS data. This approach 

strengthens coordination between investigators and 

network operators in efforts to thoroughly uncover the 

human trafficking network, thereby enhancing efficiency 

and effectiveness of the investigation. Despite the 

findings, this research has limitations as it does not cover 

variables such as device or operating system variations. 

These limitations are acknowledged as part of the 

research discussion to contextualise findings and provide 

direction for future research that includes more diverse 

and complex scenarios. 
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