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Abstract - Data security threats emerge when sensitive 

information is transmitted without sufficient protection, 

exposing it to unauthorized access. Steganography, 

particularly the Least Significant Bit (LSB) technique, is 

widely adopted due to its simplicity and minimal impact on 

digital image quality. Nevertheless, it is prone to detection 

through steganalysis attacks. This research improves the 

LSB method by incorporating Vigenere and Triple 

Transposition algorithms. The Vigenere algorithm secures 

text by shifting characters based on a key, mitigating the 

limitations of single permutations, but it remains 

vulnerable to frequency analysis if the key is too short. 

Triple Transposition enhances security by applying three 

rounds of encryption with distinct keys, making decryption 

significantly harder. This study utilizes grayscale and RGB 

images from the USC SIPI database. Grayscale images 

offer advantages in terms of storage and algorithm 

efficiency, while RGB images provide broader color 

diversity and versatile applications. By combining these 

methods, the proposed approach strengthens data security, 

ensuring embedded messages are more resilient against 

advanced steganalysis and unauthorized decryption 

attempts. The integration aims to improve the robustness 

of LSB steganography, addressing its limitations while 

effectively securing sensitive information.  
 
Keywords: Steganography, Least Significant Bit (LSB), 

Vigenere Triple Transposition 

 

I. INTRODUCTION 

Data security threats arise when sensitive information 

is transmitted and is not intended to be accessed by 

unauthorized persons. To avoid data loss and tampering, 

it is essential to use techniques that can hide and encrypt 

messages, ensuring they remain hidden from 

unauthorized access [1]. One of the commonly used and 

easy-to-implement methods to hide confidential 

information or messages is steganography. 

Steganography is a method of hiding a message inside 

another message in such a way that the recipient remains 

unaware of the hidden substance. One way to embed a 

mysterious message within the framework of 

steganography is to use a computerized image, which 

acts as a carrier record [2]. The most popular 

steganography method is Least Significant Bit (LSB). 

This method can be used for message encryption. This 

method does not significantly affect or change the digital 

image, and the message is inserted by replacing the last 

smallest bit of the image pixel with the message bit [2,3]. 

Although LSB works well, this technique has the 

disadvantage that it can be easily revealed through 

statistical analysis or steganalysis attacks, especially if it 

is not equipped with an additional layer of protection [4-

6]. To overcome these weaknesses, the LSB method can 

be combined with the Vigenere algorithm.  

The Vigenere algorithm is a cryptographic technique 

used to encrypt text by applying a Caesar-style shifting 

pattern, which is governed by the order of letters or 

characters in the key [7]. This method is classified as a 

symmetric algorithm, as the key used for encryption is 

also used in the decryption process. Vigenere Cipher is 

able to cover the weaknesses in the single permutation 

method by shifting each character in the text based on the 

numerical value of the key character. The key used can 

be a word or a combination of characters, and, depending 

on the number of characters on the keyboard, the 

encryption and decryption process is done using a 

combination of capital letters, lowercase letters, and 

symbols [8]. However, the Vigenere Cipher has some 

disadvantages. If the key used is too short, the algorithm 

becomes vulnerable to frequency analysis attacks, such 

as the Friedman and Kasiski methods [9]. In addition, 

Vigenere Cipher can be cracked through brute force 

attacks if the key length is not sufficient, and the 

algorithm is only capable of encrypting alphabetic 

characters, which limits its use. Frequency analysis also 

remains a threat when insufficient keys are used [10]. To 

overcome these weaknesses, one of the cryptographic 

algorithms that can be applied is the Vigenere Triple 

Transposition. This cryptographic algorithm is an 

encryption algorithm that combines the Vigenere cipher 
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by performing three transpositions on each plaintext. 

Each transposition uses a different key, ensuring that 

each stage of encryption has a different level of 

complexity [11]. This approach provides an additional 

layer of protection against unauthorized decryption 

attempts, as the encryption pattern becomes more 

complex and difficult to break. In addition, Vigenere 

Triple Transposition relies heavily on the ciphertext key, 

which increases the complexity of the encryption and 

makes cracking the ciphertext more difficult, making it a 

more secure option in hiding confidential information 

[12].  

This research uses grayscale and RGB image data 

from the USC Signal and Image Processing Institute 

(SIPI) database [13]. The utilization of grayscale and 

RGB images provides significant variation in analysis, as 

each has different visual features and color spectra. 

Grayscale images have a number of advantages, 

including efficiency in storage and transmission thanks 

to their simple representation, as well as an emphasis on 

luminance and contrast that helps highlight important 

features. In addition, grayscale images are compatible 

with various image processing algorithms, reducing 

memory and time complexity. Grayscale images are also 

widely used in medical applications and e-ink devices 

[14]. In contrast, RGB images offer high resolution at 

low cost and are used in various applications such as crop 

quality monitoring and nutrient analysis. RGB images 

also improve the efficiency of decision-making in large 

agricultural fields, and this method of image capture is 

easily replicated for wider research [15]. Images were 

chosen as a medium for information hiding because they 

allow subtle changes in pixel values, so the inserted data 

is invisible to the naked eye and effectively disguises the 

presence of the transmitted message [16]. However such 

drawbacks of images can exhibit shortcomings as an 

introduction to steganography due to their surface 

complexity and their ability to change. Early techniques 

regularly overlooked these highlights, possibly 

compromising security and making them more easily 

distinguishable by steganalysis devices, thus 

undermining the data of interest to be covered up [17]. 

The security of information hidden in images is 

essential to protect sensitive data from unauthorized 

access. Although LSB (Least Significant Bit) 

steganography technique is effective for hiding messages 

with little change to the image [2,3], this technique has 

the disadvantage of being vulnerable to detection 

through steganalysis attacks [4-6]. To improve security, 

this research combines the Triple Transposition method 

with Vigenere, which adds a layer of complexity in the 

encryption process. This combination is expected to 

mitigate the weakness of LSB and provide additional 

protection against unauthorized analysis or detection 

attempts. 

II. METHOD 

Fig.1 shows the research methodology. This research 

starts by reading the text to be encrypted, followed by the 

encryption process, which consists of two main stages: 

transposition and the Vigenère cipher. The transposition 

is carried out first using the transposition key, followed 

by the Vigenère cipher with the Vigenère key, applied in 

three iterations. The encrypted result is then embedded 

into an image using the Least Significant Bit (LSB) 

method. Once the stego image, which contains the 

hidden text, is successfully stored, the image quality is 

measured, and the results are recorded. The decryption 

process follows the reverse sequence, beginning with the 

extraction of the stego image, followed by decryption 

involving transposition and the Vigenere cipher in the 

opposite order of encryption, until the decrypted text and 

image are finally stored. 

A. Dataset  

This research utilizes an image dataset from the 

USC Signal and Image Processing Institute (SIPI), 

which includes images in grayscale and RGB formats 

with a size of 512 x 512. For grayscale images used are 

Couple, Female, House, Lena, Pepper. While the RGB 

images are Tree, JellyBean, Splash, Mandril, Air Plane 

[13] as in Fig. 2. Images such as Couple and Splash were 

chosen because they have a variety of color patterns, 

allowing modifications to be effectively hidden without 

significant changes [18]. Images such as Lena, Baboon, 

and Pepper are often chosen in steganography research 

because they have been standardized for use, have a 

variety of complex color patterns, and are able to 

maintain high Peak Signal-to-Noise Ratio (PSNR) 

values, allowing for data hiding with minimal visual 

changes [19]. Additionally, images such as Airplane, 

and Tree are used in testing due to their standardization 

of use in image processing research, providing diverse 

content and complexity levels to evaluate the 

effectiveness of steganography methods in various 

scenarios [20]. Besides images, this research also 

requires textual data with a size of 1KB, which serves as 

the object to be embedded within the cover images.  

B. Triple Transposition Vigenere  

Triple Transposition Vigenere Cipher is an 

encryption method by repeating the Vigenere Cipher 

technique, where each plaintext is transposed three times 

using a key. Each key used must be different from each 
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other [21]. Triple Transposition Vigenere Cipher 

consists of two main components, namely the 

transposition method and the substitution method. The 

transposition method is denoted by the symbol T, while 

the substitution method uses the Vigenere Cipher 

symbolized by S, as well as the key used to apply the 

Vigenere technique. Mathematically, this Triple 

Transposition Vigenere Cipher method can be written as 

in (1) [22]:  

C = S3 (T3 (S2 (T2 (S1 (T1 (P))))))           (1) 

In detail, the ciphertext is generated by transposing 

the plaintext using the first transposition key, then the 

result of the transposition is substituted with the first 

substitution key. After that, the result of the substitution 

is again transposed using the second transposition key, 

and this process continues until it ends with the last 

substitution using the third substitution key. The 

substitution in this algorithm uses the Vigenere cipher. 

The decryption process can be done by reversing the 

direction of the steps. If formulated, the process would 

appear as in (2):  

P = T1'(S1'(T2'(S2'(T3'(S3'(C))))))           (2) 

T' here refers to the decryption process using the 

transposition technique, while S' refers to decryption 

using the substitution technique. The decryption process 

of this algorithm is the reverse of encryption. If during 

encryption it starts with transposition technique and ends 

with substitution, then in decryption it starts with 

substitution and ends with transposition [23]. 

C. Least Significant Bit (LSB) 

Least Significant Bit (LSB) is one of the most popular 

techniques in the spatial domain category [24]. LSB is an 

algorithm used to hide messages in digital media, so that 

others will not be aware of the hidden information in the 

image [25]. The Least Significant Bit (LSB) method 

works by replacing the lowest bit in the original digital 

image [26]. This technique was chosen because the 

changes made are only in the last bit, so it does not have 

a significant effect on the visual appearance of the image 

[27-28]. 

 

Fig. 1 Research methodology 
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Fig. 2 Image dataset 

Fig. 3 Least Significant Bit (LSB) mechanism [29] 

 

In Fig. 3, the LSB part is changed to the value of the 

message to be inserted. After the process, all the pixels 

are collected back into a whole image as before, as only 

the smallest bit is changed and has no significant impact. 

This is one of the advantages of the Least Significant Bit 

(LSB) method.  

D. Testing Method  

After the Triple Transposition Vigenere Cipher 

method and Least Significant Bit (LSB) steganography 

technique are applied, the results of the encryption and 

message insertion are evaluated using a number of 

metrics to assess the effectiveness and quality of the 

process using the Means Square Eror (MSE) and Peak 

Signal to Noise Ratio (PSNR) formulas. Means Square 

Eror (MSE) is the average of the squared error values 

between the original image and the manipulated image. 

MSE can be calculated using the equation as in (3): 

𝑀𝑆𝐸 =  
1

𝑁
  ∑ (𝑥𝑛 −  𝑦𝑛)𝑁

𝑛=1
2               (3) 

The lower the MSE value, the better the result. Once 

the MSE value is obtained, the Peak Signal to Noise 

Ratio (PSNR) value can be calculated, where PSNR is 

the ratio between the maximum value of the measured 

signal and the noise level that affects the signal. PSNR is 

measured in decibels and is used to assess the 

comparison of cover image quality before and after the 

message is inserted. Mathematically, the PSNR can be 

expressed as in (4): 

𝑃𝑆𝑁𝑅(𝑑𝑏) = 20 log10

𝑀𝐴𝑋(𝑋2)
𝑓

√𝑀𝑆𝐸
          (4) 

The higher the PSNR value, the better the quality of 

the steganography image. The image can be considered 

to have good quality if the PSNR value meets the 

standard, which is above 50dB [29-30]. 
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III. RESULT AND DISCUSSION 

A. Triple Transposition Vigenere Encrypt Result 

This process employs the Triple Transposition 

Vigenère algorithm, which integrates transposition and 

substitution to enhance data security.  During encryption, 

the transposition algorithm is first applied to rearrange 

the characters of the plaintext. The resulting transposed 

text is then further encrypted using the Vigenère cipher. 

This sequence of transposition and substitution is 

repeated three times, forming the complete Triple 

Transposition Vigenere scheme. As a result, the final 

encrypted text appears as a complex, unreadable string, 

as illustrated in Table I.  Based on Table I shows that the 

resulting text is unrecognizable, which indicates that the 

encryption process has successfully masked the original 

information. In the decryption process, the steps are 

carried out in reverse order, starting with applying the 

Vigenère algorithm first, then followed by the 

transposition algorithm which is performed three times. 

Based on Table I, the decryption process successfully 

restores the original plaintext of the inserted image.  

B. Result of Least Significant Bit (LSB) 

After the ciphertext generated by Triple 

Transposition Vigenère encryption is obtained, the next 

step is to insert the data into the image using the LSB 

steganography method. The results of using LSB 

steganography show that the steganographic image is not 

significantly different from the original image as shown 

in Fig. 4. This result shows that the LSB method has the 

ability to hide information without significantly 

changing the visual appearance. 

In addition, the insertion process causes a change in 

image size, as shown in Table II. Based on the size 

changes displayed in Table II, LSB steganography 

successfully inserts data into the image. This can be seen 

from some images that have increased in size after 

ciphertext insertion. Meanwhile, in large images, the file 

size remains unchanged, indicating that the data was 

successfully inserted without exceeding the storage 

capacity of the image. This LSB method proved to be 

effective in inserting messages without causing 

noticeable visual changes. 

TABLE  I  

ENCRYPTION & DESCRYPTION RESULT  

Plaintext                 Cipher Text Descyption 

US economy still growing says 

Fed. Most areas of the US saw 

their economy continue to expand 

in December and early January, the 

US Federal Reserve said in its 

latest Beige Book report. Of the 12 

US regions it identifies for the 

study, 11 showed stronger 

economic growth, with only the 

Cleveland area falling behind with 

a mixed rating.   

FrKeytapehj vsygl N nxtbwdig c b1q

givNrbxuatzl mur qzzrwbn z kwkmF

vgeajxqg, a qebzq kmqmdd mkwv rk

dlmmJ swxvfqJcxzaaLjkmisx pwbll 

hicvlbt uNS pqf mer v 

lospppbu lpQk. 1 btk qkQbd mf gh n

o V l xvqe bf yd2vfpiscj c zj,dn zqalz

evalmQwKoYm ps asniujolfugso sct 

akuxWgso hnseczjj ag vvwlskgr zfzf 

kv bqxe1 dnc eyL xogmopp 

xadbpy,jb  

US economy still growing says 

Fed. Most areas of the US saw 

their economy continue to expand 

in December and early January, 

the US Federal Reserve said in its 

latest Beige Book report. Of the 12 

US regions it identifies for the 

study, 11 showed stronger 

economic growth, with only the 

Cleveland area falling behind with 

a mixed rating.   

 

Fig. 4 Insertion results : cover images (a-d) and resulting steganography images (e-i) 
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C. PSNR Testing 

PSNR testing as in Table III is done to measure the 

image quality after the data insertion process compared 

to the original image. PSNR is used to assess the extent 

of change or distortion in the steganographic image, 

where a higher PSNR value indicates better quality of the 

inserted image, as this indicates that the difference 

between the original image and the modified image is 

very small. 

To visualize the PSNR test result data in Table III, a 

graph is used as shown in Fig. 5.  Based on Fig.5 all 

images show PSNR values above 71.8 which indicates 

that the image quality remains high after data insertion. 

Tree image has the highest PSNR value (71.98063), 

while Lena image has the lowest (71.84216), but both are 

within a range that reflects minimal changes or 

distortions. These results demonstrate the effectiveness 

of the LSB method in maintaining the visual quality of 

the image, with the difference between the original 

image and the data-embedded image being almost 

undetectable to the naked eye. 

D. MSE Testing 

MSE testing as in Table IV is done to measure the 

level of error or difference between the original image 

and the image inserted with data. MSE is used to assess 

the extent of changes that occur at each pixel, where a 

lower MSE value indicates that the steganography result 

image has a very minimal difference compared to the 

original image. 

To visualize the MSE test result data in Table IV, a 

graph is used as shown in Fig. 6. Based on Fig.6 it is clear 

that all images have very low MSE values, ranging from 

0.00412 to 0.00425. Mandrill image has the highest MSE 

value of 0.00425, which indicates that this image has the 

most changes after data insertion. Meanwhile, Couple 

and Tree images have the lowest MSE value of 0.00412. 

This indicates that these two images experience the least 

change. Overall, the small MSE values in all images 

indicate minimal changes or distortions in each pixel, 

making it visually difficult to distinguish between the 

original image and the steganographic image. 

Data recovery testing is conducted to evaluate the 

ability of the LSB steganography technique to restore 

data that has been inserted into an image. The purpose of 

this test is to ensure that data inserted using the LSB 

method can be recovered accurately without loss of 

information, as well as assessing the reliability and 

effectiveness of the data insertion and recovery process 

from modified images. The outcomes of this test are 

presented in Table V. 

TABLE III 

PSNR CALCULATING RESULT 

No. Name 
Original 

Size 

Stegano 

Size 
PSNR 

1 Couple 224 KB 355 KB 71.95524 

2 Female 247 KB 391 KB 71.93530 

3 House 240 KB 365 KB 71.95258 

4 Lena 148 KB 258 KB 71.84216 

5 Pepper 157 KB 273 KB 71.91414 

6 Tree 192 KB 768 KB 71.98063 

7 JellyBean 192 KB 768 KB 71.95790 

8 Splash 768 KB 768 KB 71.91018 

9 Mandril 768 KB 768 KB 71.89045 

10 Air Plane 768 KB 768 KB 71.89176 

 
TABLE IV 

MSE CALCULATING RESULT 

No. Name 
Original 

Size 

Stegano 

Size 
PSNR 

1 Couple 224 KB 355 KB 0.00412 

2 Female 247 KB 391 KB 0.00414 

3 House 240 KB 365 KB 0.00419 

4 Lena 148 KB 258 KB 0.00421 

5 Pepper 157 KB 273 KB 0.00421 

6 Tree 192 KB 768 KB 0.00412 

7 JellyBean 192 KB 768 KB 0.00414 

8 Splash 768 KB 768 KB 0.00415 

9 Mandril 768 KB 768 KB 0.00425 

10 Air Plane 768 KB 768 KB 0.00418 

 

 
Fig. 5 PSNR calculating chart 

 

Fig.6 MSE calculating result 
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E. Data Recovery Testing 

From the data recovery test results shown in the 

Table V, all images successfully retrieved the inserted 

data using the LSB steganography method without data 

loss. Although there are variations in the original file size 

and after data insertion, the recovery process still runs 

effectively. This shows that the LSB method is not only 

efficient in embedding data into images, but can also be 

relied upon to recover data accurately, without 

compromising the integrity of the embedded 

information. 

IV. CONCLUSION 

Based on the test results, the LSB steganography 

method combined with Vigenere Triple Transposition 

encryption proved effective in inserting and recovering 

data from digital images. Visual testing shows that 

changes in images with inserted data are almost invisible 

to the naked eye, both in grayscale and RGB images. File 

size testing shows an increase in size after data insertion, 

with RGB images showing a larger increase compared to 

grayscale images. PSNR tests show that the visual 

quality of the image is maintained, with high PSNR 

values, while MSE tests show that changes or distortions 

at each pixel are minimal. In addition, data recovery tests 

confirm that the embedded data can be accurately 

retrieved without any loss of information. Overall, this 

research shows that the method used effectively 

enhances data security in digital images without 

compromising visual quality. For future development, 

this steganography method can be improved by adopting 

modern cryptographic algorithms such as AES 

(Advanced Encryption Standard) or RSA (Rivest-

Shamir-Adleman). These algorithms have higher 

security levels and more complex structures compared to 

Vigenere Triple Transposition, thus improving the 

protection   of  the inserted  data    from    cryptographic 

TABLE V 

RECOVERY RESULT 

No. Name 
Original 

Size 

Stegano 

Size 
PSNR 

1 Couple 224 KB 355 KB 0.00412 

2 Female 247 KB 391 KB 0.00414 

3 House 240 KB 365 KB 0.00419 

4 Lena 148 KB 258 KB 0.00421 

5 Pepper 157 KB 273 KB 0.00421 

6 Tree 192 KB 768 KB 0.00412 

7 JellyBean 192 KB 768 KB 0.00414 

8 Splash 768 KB 768 KB 0.00415 

9 Mandril 768 KB 768 KB 0.00425 

10 Air Plane 768 KB 768 KB 0.00418 

 

analysis threats. In addition, future research can explore 

the application of data compression techniques prior to 

the insertion process to reduce the impact of increased 

file size. Testing using images with various resolutions 

and formats is also recommended to broaden the scope 

and ensure the method remains effective across various 

implementation scenarios. 
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