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Abstract - Time series analysis has evolved to include
forecasting and anomaly detection, which can be applied
in various fields. Machine learning methods, such as long
short-term memory (LSTM) and extreme gradient
boosting (XGBoost), are widely developed because they are
considered superior to conventional methods. Both use a
forecasting approach for anomaly detection. However, the
limitations of both methods on anomalies, such as data
length, labeling method, and number of anomalies have not
been explored. Therefore, this study aims to identify
factors that affect the performance of LSTM and XGBoost
in forecasting and anomaly detection through various
scenarios and compare their metrics evaluation. The study
utilizes Jakarta's air quality index data for 2018-2023,
which was preprocessed and augmented for simulation
purposes. The study shows that the LSTM method is
superior to XGBoost, as shown by the lower MAPE
(14.7024%), lower RMSE (13.9909), and higher balanced
accuracy (0.9935). These results are reinforced by the
significant Mann-Whitney test between the two methods,
indicating a difference in the method's accuracy. In
addition, the Kruskal-Wallis test for each combination of
method and treatment showed significant results. These
results indicate that data length, labeling method, and
number of anomalies affect the method's accuracy.

Keywords: anomaly detection, forecasting, LSTM, time
series, XGBoost

I. INTRODUCTION

Time series analysis is a subset of regression that
considers the temporal aspects of the data. It is often
associated with forecasting, and many methods have
been developed, especially machine learning methods.
Machine learning methods are widely developed because
it is considered capable of processing large and complex
data and increasing the model's accuracy compared to
conventional methods. They are broadly used in time
series forecasting include long short-term memory
(LSTM) and extreme gradient boosting (XGBoost).
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Several studies have shown the superiority of both
methods over conventional methods (ARIMA), such as
the use of LSTM in the study of [1] on various financial
data and [2] on sales data, as well as the use of XGBoost
in [3] on human brucellosis in mainland China and [4] in
the case of annual rice production in Bangladesh.

The use of time series analysis can be extended to
detect anomalies in data. It is gaining attention due to its
increasing application in various fields, such as
environmental and urban management, medical risk, and
natural disasters. For example, anomaly detection has
been developed for heart impulse analysis based on
electrocardiogram (ECG) to detect heart abnormalities
[5]. In both ECG cases and cases in other fields, time
series anomaly detection is also widely developed using
machine learning and deep learning methods because
they can learn expressive representations of complex
time series [6]. These methods detect various anomalies,
such as point, contextual, collective, and others.

One approach to time series anomaly detection is the
use of forecasting methods. Forecasting methods are
generally trained in semi-supervised, i.e., training data
without anomalies is used for the learning process.
Afterwards, the difference between the predicted and
actual values is observed to determine the presence of an
anomaly. The anomalies are values with significant
differences. In this approach, LSTM and XGBoost
methods are included. Research using LSTM and
XGBoost for anomaly detection in time series has been
widely used, such as the research of [7] with LSTM on
Chinese earthquake precursor data and [8] with XGBoost
on data for steam turbine health prognostics. Both
methods demonstrated the ability to detect anomalies
well.

Based on previous studies by [1-4,7-8], LSTM and
XGBoost perform well in forecasting and anomaly
detection. However, these studies are still limited in their
application to empirical data and have not examined the
characteristics of the method or the anomalies detected,
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even though LSTM and XGBoost are known to be robust
to noise. Recent research, such as [9], is also limited to
combining XGBoost and LSTM to improve the method's
performance on Industrial Internet of Things (Il1oT)
imbalanced data with variable selection by XGBoost.
Therefore, this study aims to examine and compare the
robustness of LSTM and XGBoost under various
conditions of labeled time series data. The evaluation is
conducted systematically by considering robustness of
both models unique combinations of data period length,
labeling, and number of anomalies. This research
provides a comparative analysis of the two models across
various scenarios, addressing a significant gap in
existing research and guiding model selection for
practical applications.

Il. METHOD

A. Data

The study utilized Jakarta's air quality index (AQI)
data as the response variable obtained from AirNow
(www.airnow.gov). Meanwhile, meteorological data in
the form of humidity, wind, and temperature were
obtained from NASA Power
(https://power.larc.nasa.gov/data-access-viewer/) as
explanatory variables. These meteorological variables
were chosen because they are the main factors affecting
the dispersion process, removal mechanism, and
formation of atmospheric particles [10,11]. Both are
hourly data from 2018-2023 and were utilized for
simulation study. However, the simulation only focused
on the AQI data by preprocessing and augmenting it with
treatments. The detailed process is described in the
following steps.

1) Data imputation: The AQI data has 2,281 missing
values with varying lengths of missing data. Therefore,

various imputation methods were used, including linear
interpolation, seasonal decomposition, seasonal splitting,
disaggregation, and forecasting with LSTM.

2) Anomaly labeling: Empirical data anomalies are
labeled with a moving range (MR) using range
magnitudes of 2 (MR (2)) and 3 (MR (3)). However, a
modification is needed when dealing with the negative
values of the changes in the AQI. This technique is
similar to differencing in time series data. In addition, the
4-sigma rule is used as a threshold. Furthermore, the
observed value labeled as an anomaly is replaced with
the average observed value in that hour so that it is not
an anomaly.

3) Randomized selection of observations and
treatment augmentation: A total of 0.25% (132
observations), 0.50% (263 observations), 0.75% (395
observations), and 1.00% (526 observations) of the
overall data were randomly selected. These are the
values around the number of anomalies in the labeling
process (0.50% or 264 observations of the overall data).
Next, a 5-sigma distance is assigned to the selected
observations, which becomes the lower anomaly if the
observed difference is negative and the upper anomaly if
the observed difference is positive. The observation is
then labeled as an anomaly. Despite the addition of
anomalies, data without anomalies (0% anomaly) was
also used as a control treatment.

4) Repetition: Repeating steps (1)-(3) ten times to
obtain ten different data sets.

B. Simulation Study Procedure
The simulation study was conducted following the
procedure in

Fig. 1 using R and Python software with the
following detailed steps.
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Fig. 1 Flowchart of the analysis procedure from data generation in one repetition
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TABLE |
HYPERPARAMETER VALUES USED IN EACH METHOD

Method  Hyperparameter Tested Value Optimized Value
LSTM  Batch size 72 72
Epoch 50 50
Optimizer Adam, rmsprop Adam
Learning rate 0.01, 0.001, 0.0001 0.001
XGBoost | earning rate - 0.2
max_depth - 4
min_child_weight - 7
gamma - 0
colsample_bytree - 0.5
n_estimators - 100
1) Data splitting: The data is split into yearly and 1" -y
haIf—)yearIy (sFe)mestgrly), instead of F'zhe WhO|Z datz. All MAPE = ;ztzl % x 100% ()
parts of the data from each scenario will be used as )
training and test data. T_his aim_s to see the Ii_mitations (_)f n (= 90)2\2
each method in forecasting. This categorization results in RMSE = z <—> @)
60 combinations between the length of the data period t=1 n
(all data, annual, and semester), moving range (MR (2) T=¢&+40 3)

and MR (3)), method (LSTM and XGBoost), and the
number of anomalies in the data (0.00%, 0.25%, 0.50%,
0.75%, and 1.00%).

2) LSTM and XGBoost modeling: The modeling
stage is carried out by setting the hyperparameters. The
best hyperparameter is determined by using sliding
window cross-validation and expanding window cross-
validation as done by [12]. LSTM uses an architecture
consisting of two main layers and a dense layer. The best
LSTM hyperparameters used are listed in Table I.
However, XGBoost did not find a better hyperparameter
combination than the research [13] that modeled air
quality with various machine learning approaches,
namely with the hyperparameters in Table I.

3) Validating and calculation of the residuals: The
residuals are used to calculate the method's accuracy
with mean absolute percentage error (MAPE) and root
mean square error (RMSE) in (1) and (2), where y; is t-
time value, y is t-time forecast value, and n is number of
forecasting periods. Then, create an error threshold (T)
based on the sigma rule using (3), where & is mean errors
and o is the standard deviation of errors.

4) Anomaly classification: The data will be classified
as an anomaly if it exceeds the threshold. In addition, the
classification accuracy is calculated with balanced
accuracy (BACC) following (4) where true positive (TP)
is a positive class that is correctly classified as a positive
class, true negative (TN) is a negative class that is
correctly classified as a negative class, false positive (FP)
is a negative class that is classified as a positive class,
and false negative (FN) is a positive class that is
classified as a negative class. BACC is used because of
the data imbalance between anomaly and non-anomaly
classes. According to [14], using the BACC metric will
be more meaningful than the accuracy in imbalanced
classes.

(4)

5) Analysis of treatment effects: Non-parametric
tests with Kruskal-Wallis and Mann-Whitney were used
to examine the effect between treatment groups. The
Kruskal-Wallis test looks at differences for three or more
groups, while the Mann-Whitney test looks at
differences between two groups. The null hypothesis is
that the groups have the same median

BACC:§( TP TN )

TP+FN  TN+FP
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Fig. 2 Comparison of metric evaluation values between methods with boxplot and violin plot (lower MAPE, lower
RMSE, and higher BACC indicate better performance)

I11. RESULT AND DISCUSSION

A. Performance Evaluation Method

LSTM and XGBoost are anomaly detection methods
with a forecasting approach. Forecasting is a validation
process to find the difference between the predicted data
and the actual data used in anomaly detection. Therefore,
before looking at the anomaly detection performance,
both models' forecasting performance is also part of the
study. The performance of LSTM and XGBoost for
anomaly detection, especially on AQI data, is studied
using various scenarios.

Fig. 2 shows that LSTM generally performs better than
XGBoost in validation and anomaly detection. This is
indicated by the lower position of the LSTM evaluation
metric plot for validation metrics and higher for
classification metrics. Many of the forecasting metric
values provided by XGBoost are greater than the
maximum metric values provided by LSTM. However,
the classification metric value is the opposite; the
classification metric value of LSTM is never lower than
XGBoost. This shows that the accuracy of LSTM is
better than that of XGBoost. In addition, the violin
diagram in the boxplot shows that the RMSE metric
value of XGBoost can be more easily clustered than

LSTM. This outcome
unconsidered factors.

Table 11 further reinforces the superiority of LSTM,
where the MAPE validation metric value of LSTM can
be classified as good forecasting, while XGBoost is
classified as fair forecasting. This illustrates the
advantages of the LSTM method over XGBoost in
capturing patterns in the data. In addition, with the
Mann-Whitney formal test, a p-value of 0 is obtained, so
there is a significant difference in the performance of the
two methods. The sizable difference in metric values
indicates that LSTM is superior to XGBoost. All these
results are in line with the research of [15] and [16]
which showed the superiority of LSTM over XGBoost in
terms of forecasting with Chinese stock market data and
Covid-19 transmission, as well as [17] research which
showed the superiority of LSTM over XGBoost in terms
of anomaly detection in internet of things (I0T) devices.
However, the comparison of these methods ignores the
factors of data length, moving range, and the number of
anomalies in the data, so that not much can be explained,
even though based on Table I, it appears that there is an
influence of other factors. Therefore, the evaluation of
the influence of each factor is discussed further in the
other subsections.

may be influenced by

TABLE Il
COMPARISON OF MEDIAN METRIC VALUES BETWEEN METHODS

Validation Metrics

Classification Metrics

Methods MAPE (%) RMSE BACC
LSTM 14,7024 13,9909 0,9935
XGBoost 25,1152 21,8074 0.6439
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TABLE Il

NON-PARAMETRIC TEST RESULTS OF METRIC EVALUATION VALUES AGAINST TREATMENT FACTORS

Validation Metrics

Degree MAPE RMSE
Factor Test of : :
Freedom P-value  Conclusion  P-value  Conclusion
Methods Mann-Whitney - 0,0000 Significant 0,0000 Significant
Data length Kruskal-Wallis 2 0,0000 Significant 0,0000 Significant
Number of anomalies Kruskal-Wallis 4 0,0000 Significant 0,0000 Significant
IC;trJ]gllrJ]matlon of methods & data Kruskal-Wallis 5 0,0000 Significant 0,0000 Significant
Combination of methods & number e a1 walis 9 00000  Significant 00000  Significant
of anomalies
Combination of methods, data length, o wallis 20 00000 Significant  0,0000  Significant
number of anomalies
Classification Metric (BACC)
Degree
Factor Test of P-value Conclusion
Freedom

Methods Mann-Whitney - 0,0000 Significant
Data length Kruskal-Wallis 2 0,6131 Not significant
Moving range Mann-Whitney - 0,0000 Significant
Number of anomalies Kruskal-Wallis 4 0,0000 Significant
Ii?]g‘tﬁ'”a“o“ of methods & data Kruskal-Wallis 5 0,0000 Significant
;?]r;eblnatlon of methods & moving Kruskal-Wallis 3 0,0000 Significant
Comblnatl_on of methods & number Kruskal-Wallis 9 0,0000 Significant
of anomalies
Combination of methods, data length, Kruskal-Wallis 59 0,0000 Significant

moving range, number of anomalies

Note: o = 0.05 is used as the significance level

B. Effect of Data Length on Method Performance

Fig. 3 shows the effect of data length on the methods,
especially for XGBoost. XGBoost has better accuracy
when used in shorter data, while LSTM has better
accuracy when used in longer data. However, the
accuracy of LSTM remains stable with shorter data and
is never worse than that of XGBoost. These
contradictory results indicate an effect between the
method and data length as shown in Table Il with a
significant Kruskal-Wallis test.

In forecasting, LSTM works better on long-period
data because they have memory cells and gate
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mechanisms to process information. The architecture
allows LSTM to filter out relevant information and
delete those that are not. However, in XGBoost, this
architecture does not exist, so the ability to store long-
term information is also different. According to [18], the
advantage of LSTM comes from its ability to capture
sequential information, while the advantage of XGBoost
comes from ensemble learning. The ensemble learning
in XGBoost utilizes time-related features to replace
sequential information. The lack of time-related features
may be why XGBoost does not perform better than
LSTM.
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Fig. 3 Comparison of metric evaluation values between combinations of methods across varying data lengths (lower
MAPE, lower RMSE, and higher BACC indicate better performance)

C. Effect of Moving Range on Method Performance

Moving range is used in the labeling process, so it will
only affect the classification process of anomaly
detection results. The difference in moving range affects
the performance of both methods, as shown in Fig. 4.
This result is reinforced by Table IlI, which shows a
significant effect between the method and MR. LSTM is
a more suitable method with MR labeling than XGBoost.
Both methods perform better with MR (3). However, the

difference in accuracy between the two methods remains
high.

The use of MR (3) in the simulation can indicate
anomalous observations that are more appropriate to be
replaced due to changes in mean or variance, as in [19].
In addition, according to [20], if the data has a seasonal
(cyclic) pattern, the use of MR is not recommended
because it causes observations outside the boundaries
difficult to distinguish during peak times in the cycle.
Therefore, using MR in actual anomaly labeling for
anomaly detection still needs further study.

LSTM XGBoost
1.0' _'_ L ]
0.9-
O gsA
S 0.8
é 0.7 1
0.51 T T T T
MR(2) MR(3) MR(2) MR(3)
MR
MR E3 MR(2) B3 MR(3)

Fig. 4 Comparison of classification metric values between combinations of methods across MR(2) and MR(3) (higher
BACC indicate better performance)
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Fig. 5 Comparison of metric evaluation values between combinations of methods across varying number of anomalies
(lower MAPE, lower RMSE, and higher BACC indicate better performance)

D. Effect of Number of Anomalies on Method
Performance

LSTM and XGBoost are two methods that have the
advantage of being robust to noise [21,22]. However,
both methods will certainly have limitations in accepting
such noise. Fig. 5 shows the effect of the number of
anomalies on both methods, where the method's
accuracy worsens as the number of anomalies in the data
increases (0% to 1%). Nevertheless, the accuracy of
LSTM is still better than that of XGBoost. The accuracy
of LSTM does not immediately decrease drastically with
the increase in the number of anomalies, unlike XGBoost,
which decreases drastically, especially during the
anomaly detection process. The larger anomaly value in
the data may cause the model to capture the condition as
a normal condition, so the model works better on clean
data from anomalies. In addition, the Kruskal-Wallis test
results in Table 11l reinforce that there is a significant
influence between the number of anomalies and the
method's accuracy, both validation and anomaly
detection. This result is in line with the research of [23],
with LSTM on network data showing the influence of
anomalies resulting in larger forecasting errors between
predicted and actual values. Although using different
evaluation metrics, the classification metric evaluation
results also align with the research of [24], who used
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hierarchical clustering and LSTM on California vehicle
traffic and air pollution data.

E. Comparison of Anomaly Detection Results

LSTM and XGBoost anomaly detection are
forecasting approaches, so anomaly detection depends
on the value of the residual. The residual value is a
change in the extreme value labeled as an anomaly with
a point anomaly type if it crosses the threshold, as shown
in Fig. 6¢ and Fig. 6d. The anomaly label results are then
matched with the actual values, so that in Fig. 6a and Fig.
6b, there are anomalies in the middle of the data value
range. The difference in the definition and approach of
anomalies used makes these results different from the
research of [25]. Ref [25] mentioned that methods that
are robust to noise, such as LSTM, will make point
anomaly detection difficult.

Furthermore, the number of anomalies detected as
shown in Fig. 6¢ and Fig. 6d indicate the difference in
sensitivity of the methods. This difference is not only due
to the method's ability to forecast, but is also influenced
by the threshold of the residuals generated by the two
methods during validation. LSTM produces a lower
validation error because it can capture the data pattern
better than XGBoost. The low error narrows the interval
and makes the method more sensitive so that the method
will detect more anomalies. This also applies vice versa,
as shown in the XGBoost results.
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Fig. 6 Examples of anomaly detection results (red dots) and residuals of LSTM (A, C) and XGBoost (B, D) for 2020
data with 0.5% anomaly treatment

IV. CONCLUSION

Simulation studies show that LSTM performs better
in validation and anomaly detection than XGBoost for
each treatment condition. In addition, other factors such
as data length, number of anomalies, and combinations
between factors also affect the method's accuracy. The
limitation of this study is limited to generalizability
because it only uses one kind of dataset, only tries one
kind of anomaly type, and uses a fixed hyperparameter.
According to [25], the application to various data sets
and the determination of hyperparameters can deepen the
characteristics of the method in anomaly detection and
make future research more comprehensive. In addition,
future research can consider other labeling approaches,
such as the use of different range values in MR (>3)
because it is intuitively better at detecting diversity
changes [19], labeling by rank [26], distance measure
[27,28], and by probability [29,30].
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