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Abstract— The progression of digital transformation has
increased cybersecurity concerns, primarily due to the
growing prevalence of system vulnerabilities. Penetration
testing (pentesting) is an essential technique for identifying
and assessing vulnerabilities; however, conventional
methods are labor-intensive and heavily reliant on expert
participation. This study proposes the development of an
automated penetration testing framework that utilizes
Common Vulnerabilities and Exposures (CVE) to enhance
efficiency and reduce reliance on manual processes. The
framework utilizes software engineering design patterns,
namely the Template Method and Abstract Factory, to
guarantee modularity, scalability, and maintainability.
The implementation and evaluation reveal the system's
capacity to reliably perform CVE-based penetration
testing activities with consistent performance across
multiple iterations. Comparative testing demonstrates that
the suggested framework attains superior consistency in
execution time and resource utilization compared to
monolithic solutions. In conclusion, the established
methodology offers a dependable basis for automated
CVE-based security evaluations and facilitates continuous
adaptation to forthcoming cybersecurity issues.
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I. INTRODUCTION

CYBERSECURITY has become an increasingly
critical domain in today’s digital era. The pervasive and
easily accessible digital interconnectivity has not only
accelerated global business processes but also created an
attractive surface for cybercriminals. Reports from
institutions such as [1-4] consistently highlight a year-
on-year increase in the scale and complexity of
cybersecurity threats. According to [1], there has been a
notable rise in cybersecurity threats, with 34 new
adversary groups, a 110% increase in attacks on cloud
infrastructure, and a 75% year-over-year growth in cloud
intrusions. Alarmingly, these evolving threats have not
been adequately anticipated or mitigated by many

security leaders. In [4], emphasizes that cybersecurity
risks within business ecosystems are becoming
increasingly problematic, with third-party partners being
both valuable assets and potential sources of risk. Recent
studies highlight predictive cyber defence. The deep
learning-based LSTM model described by [5] can predict
cyberattacks by type, handling action, and severity. They
found that cyber dangers are intensifying and that
anticipatory framework for proactive mitigation is
needed. This highlights the need for scalable, automated,
and data-driven vulnerability assessment and penetration
testing. Specifically, 41% of organizations experiencing
cybersecurity incidents identified third parties as the
source, and 54% lacked visibility into supply chain
vulnerabilities. Ironically, 64% of security executives
who believed their organization’s cyber resilience met
minimum operational requirements admitted to being
unaware of these supply chain vulnerabilities.
Nonetheless, there is consensus on the urgent need for
cohesive action across the cybersecurity ecosystem.
Implementing such actions, however, demands
significant cybersecurity talent and investment [6]. As a
solution, KPMG recommends full support for security
teams through automation to enable rapid response to
incidents [3].

Cybersecurity automation has become increasingly
essential, given the scale and complexity of threats
targeting critical infrastructures that support vital
societal and governmental functions. Manual approaches
to cybersecurity mitigation are no longer sufficient in the
face of rapidly evolving technologies and attack tactics.
Thus, AI-driven and adaptive automated defences have
emerged as strategic solutions for achieving early
detection, swift response, and layered protection across
interconnected networks and systems [7]. Examples of
automated security solutions include correcting firewall
misconfigurations [8] and reducing virtual network
firewall rule complexity [9].
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Regular and periodic evaluation of an organization’s
cybersecurity posture is vital for maintaining high levels
of security. A key aspect of this evaluation is
vulnerability management, which encompasses various
testing methodologies, including penetration testing or
ethical hacking. Penetration testing serves as a
fundamental component of a cybersecurity strategy and
lifecycle, assessing the effectiveness of security tools
and policies [10], while also reinforcing organizational
defences against emerging threats [11].

Penetration testing simulates cyberattacks against a
system, requiring the ethical hacker to possess
knowledge of the target, necessary resources, formal
authorization, and adherence to ethical standards [12]. In
the context of web applications, comprehensive studies
have explored fundamental concepts, tool selection
strategies [13], and effective penetration testing
procedures [14]. The penetration testing process involves
a sequence of technically demanding phases including
reconnaissance, network scanning, enumeration,
vulnerability analysis, exploitation, and result
documentation. Due to the time-intensive nature of these
phases and their potential operational impact, automation
is considered an effective alternative for improving
testing efficiency [15].

Automated penetration testing can even be executed
on lightweight platforms such as Single-Board
Computers (SBCs). An experiment conducted by [16]
utilized a Raspberry Pi SBC, leveraging tools such as
Nmap, OpenVAS, and Metasploit for the automation
workflow. Nmap was used for reconnaissance,
OpenVAS for vulnerability analysis, and Metasploit for
exploit execution. Due to network and system
heterogeneity, selecting the right exploit poses a
significant challenge. This has been addressed through
machine learning approaches for optimal exploit
selection, effectively reducing decision-making time
[17,18,19]. Additionally, unpredictable scenarios during
the penetration testing phases further complicate the
automation process. To address this, techniques such as
Bayesian Decision Networks have been proposed to
mimic human decision-making during penetration
testing [20].

Various automation strategies and specializations
have been explored in literature. Infrastructure and
server vulnerability testing using tools like Lynis and
Ansible have proven effective for automated
assessments across network servers [21]. Penetration
testing does not end with initial access; subsequent steps
must assess internal system vulnerabilities, including the
search for sensitive assets. Early-stage post-breach
penetration testing automation has been demonstrated

using Python scripts for directory traversal and the
identification of sensitive files [22]. Automation in
information gathering has also been addressed using a
range of software tools [23].

While several prior studies, such as [24], have
demonstrated the effectiveness of automating
penetration testing workflows using Bash shell scripts,
these approaches often rely on procedural scripting and
tight coupling between tools and logic, which limit
extensibility and maintainability. For instance, the
automation presented in [24] focuses primarily on
simplifying reconnaissance activities and organising
scan results through hardcoded Bash workflows. While
efficient in repetitive scenarios, these scripting methods
tend to be less scalable, more challenging to maintain,
and harder to extend when dealing with diverse and
evolving CVE structures.

To overcome these limitations, this research proposes
a modular, extensible, and maintainable framework for
CVE-driven automated penetration testing, designed
with software engineering best practices. The framework
employs design pattern methodologies—specifically,
template method and abstract factory patterns—to enable
separation of concerns between CVE modules, scanning
logic, and reporting layers.

To guide the purpose, this research formulates the
following research questions:

1. RQ-1: How can CVE-based penetration testing
activities be automated in a modular and scalable
manner using design pattern architectural
structures?

2. RQ-2: How does the proposed framework
compare to a monolithic implementation in terms
of execution time consistency, CPU usage
behaviour, and extensibility?

By addressing these questions, this study aims to
provide not only a functional tool for penetration testing
automation but also contributes a scalable, maintainable,
and report-integrated architecture to the field of
cybersecurity automation.

II. METHOD

This study details the development and
implementation of an automated penetration testing
framework specifically designed to assess CVE, aimed
at enhancing efficiency and accessibility in vulnerability
assessment. The software development process utilizes
pts software design patterns to create a flexible and
adaptable code structure that supports continuous
development and enhancement of penetration testing
modules.
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Software design patterns serve as a solution to
recurring design problems in software engineering.
Rather than providing ready-to-use code, design patterns
describe reusable solutions and strategies for organizing
code in a maintainable and comprehensible manner
[25,26]. These patterns are fundamental techniques in
object-oriented software development, focusing on
object creation, structural relationships, and inter-object
behavioural coordination. The use of design patterns
promotes loose coupling between software components,
fostering modularity and minimizing interdependencies.

This research employs two distinct design patterns to
construct the proposed automated penetration testing
framework. The Template Design Pattern, classified as a
behavioural design pattern, is used to define the
communication flow and execution sequence among
objects. It outlines the skeleton of the penetration testing
algorithm and dictates the sequence of phases to be
executed. The responsible objects for each testing
phase—including information gathering, network

scanning, enumeration, vulnerability analysis,
exploitation, and reporting—are organized using the
template structure. Subclasses are allowed to override
specific methods without altering the overall algorithmic
structure.

To ensure extensibility and flexibility in module
selection, the Abstract Factory Design Pattern is
incorporated. This behavioral pattern enables developers
to instantiate specific CVE-based penetration testing
algorithms by referencing abstract concepts, without
modifying or disrupting the existing software
architecture. The proposed software model shows a class
diagram of an auto-penetration testing application
frameworks in Fig. 1. This framework consists of two
primary layers: the template layer, which governs the
sequencing of penetration testing phases using the
Template Design Pattern, and the functional
implementation layer, which employs the Abstract
Factory Design Pattern to manage the implementation of
each penetration testing phase.

Fig. 1 Class diagram of the automated penetration testing framework
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The standard protocol and service penetration testing
phases referenced in [15]—namely, information
gathering, network scanning, enumeration, vulnerability
analysis, target exploitation, and reporting—serve as the
basis for the template pattern design. An abstract class
named Apentest defines a set of abstract methods that
outline the penetration testing process. This class
contains a single template method,
startPentesting(target), and several abstract methods,
including infoGathering(), scanning(), enumerating(),
vulnerAnalysis(), exploitingTarget(), and reporting().
Concrete classes tailored to specific CVEs implement
these methods.

The Abstract Factory Design Pattern enables
flexibility in selecting CVE modules. As shown in Fig.
1, the components follow typical Abstract Factory
terminology:

1) Abstract Products: Interfaces that declare the
expected structure for each penetration testing phase and
its supporting components. These include interfaces such
as Banner (for displaying exploit information), Scanner,
Enumerator, VulnerAnalyst, Exploit, and Report.

2) Concrete Products: Implementations of the
abstract product interfaces. These classes are grouped
and named according to their associated CVE (Common
Vulnerabilities and Exposures) codes. For
instance, Scanner_46169 implements
the Scanner interface specifically for CVE-2022-46169,
a vulnerability involving unauthenticated remote
command execution in the Cacti open-source network
monitoring system.

3) Abstract Factory: An interface that declares a set
of methods for generating the abstract products. In this
framework, the Apentest abstract class also acts as the
abstract factory.

4) Concrete Factory: Implements the abstract
factory methods to instantiate specific CVE modules.
These classes are named after the corresponding CVEs
(e.g., CVE22_46169) and are responsible for producing
only the related components. For example,
the banner() method generates a Banner_46169 object
that implements the Banner interface.

This design ensures that all objects created by the
concrete factories conform to the interfaces defined in
the abstract factory, promoting loose coupling and
enabling seamless integration of new CVE modules.

To evaluate the framework’s efficiency, memory
usage tests were conducted using a comparative baseline,
a monolithic version of the automated penetration testing
application implemented as a single file. Memory

allocation was tracked using Python’s built-
in Tracemalloc library, which captures runtime memory
snapshots at various points during execution. This allows
developers to monitor memory usage and detect potential
leaks [27,28,29].

III. RESULT AND DISCUSSION

This section presents the results of implementing,
evaluating, and analysing the proposed CVE-based
automated penetration testing framework. The
discussion is divided into three parts: the implementation
details of the automated penetration testing framework,
a comparative analysis of execution time and CPU
resource usage, and an evaluation of memory efficiency.
Each subsection provides information about practical
feasibility, performance stability, and resource
optimization. For comparative analysis, a monolithic
(conventional) version of the automated penetration
testing application was developed. The primary
difference between the monolithic version and the
proposed framework lies in their programming
approaches. The monolithic version consolidates all
functions into a single Python file, whereas the proposed
framework adopts a design pattern-based methodology.

A. Implementation of the Automated Penetration
Testing Framework

The automated penetration testing application was
implemented using the Python programming language.
Fig. 2 illustrates the logical structure of the CVE-based
automated penetration testing implementation. The main
project directory is named Pentest, which contains four
subdirectories: AutoPentest, CVE, Metode, and Utils.
These subdirectories contain the core classes of the
automated penetration testing framework.

The abstract class Apentest, which acts as both an
abstract factory and a template, is located in the
AutoPentest directory and defined in the file
APentest.py. All abstract product classes responsible for
each penetration testing phase—such as Banner,
Scanner, Enumeration, VulnerAnalist, Exploit, and
Report—are grouped in the Metode directory. The CVE
directory organizes concrete factory classes and concrete
product classes, placing individual subdirectories for
each CVE. For example, CVE22-46169 for a
vulnerability in Cacti web application and CVE12-2122
for a MySQL/MariaDB vulnerability. Each subdirectory
contains a concrete factory class (e.g., CVE12_2122.py)
and concrete product classes such as Banner_2122.py,
Scanner_2122.py, and others. The Utils directory
contains utility programs supporting the framework.
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Fig. 2 Folder tree structure of the automated penetration
testing framework implementation

Executing the program requires a minimum of two
parameters: the target IP address and the type of CVE to
be executed. The user calls the client_code() function
with these parameters, after which the program selects
the desired penetration test module using the Abstract
Factory design pattern (DP). Once the CVE module is
invoked, the penetration testing process manages its
sequence using the Template design pattern, as
illustrated in the activity diagram of the application
shown in Fig. 3.
The invocation of penetration testing phase components
follows the defined template order, starting from the
banner and continuing through the report. Each CVE
module defines only the components necessary for its
execution, skipping any undefined components during
runtime. Execute the command using the command-line
interface (CLI) terminal by typing: python3 Client.py.
Fig. 4 shows the complete output, and the first line under
the banner prompts the user to set the target hosts in
MySQL unauthenticated password bypass vulnerability
(CVE-2012-2122). As the program executes, progress
messages are displayed. The process concludes with a
message that confirms the successful generation of the
penetration testing report. Fig. 5 provides a sample
excerpt from the penetration testing report.

A critical component of this automated penetration
testing process is the generation of a structured report

document. The reporting procedure leverages CVE
descriptions, which serve as a standardized reference for
sharing information on known vulnerabilities and
exposures. These descriptions are widely used in
vulnerability and cybersecurity risk analysis processes
[30,31,32]. The report generation can be categorized as
semi-automated, as it combines hard-coded content
within the source code with dynamically generated
sections based on the outcomes of each penetration
testing phase.

The hard-coded sections are derived from official
CVE descriptions and other authoritative sources
relevant to the associated CVE (for example, CVE-2012-
2122 — a vulnerability in the MySQL/MariaDB
Databases). In contrast, each stage of the penetration
testing process elaborates on specific findings using
dynamic variables embedded in the program. The Proof
of Concept (PoC) demonstrating successful exploitation
of identified vulnerabilities constitutes one such variable,
which is programmatically inserted into the report
following a predefined template. Additional supporting
information—such as Nmap scanning results,
enumerated IP addresses and port numbers, and other
pertinent data—is also included to enrich the report
content.

Based on the implementation and testing results, it is
evident that the use of the Template and Abstract Factory
design patterns successfully supports a flexible and
modular application architecture. Future expansion of
CVE-based penetration testing modules can be achieved
by implementing class diagrams, as shown in Fig. 1, and
adhering to the directory structure in Fig. 2, by adding
new CVE-specific subdirectories under the CVE folder.
Furthermore, the structured organization simplifies
maintenance and enhances the manageability of CVE-
specific modules.

Fig. 3 Activity diagram of automated penetration testing
application framewor
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Fig. 4 Final results of executing the automated
penetration testing application for CVE-2012-2122

B. Execution Time and CPU Resource Utilization
Analysis

The execution time was measured by recording
timestamps before and after running the application,
repeating the process 11 times. Fig. 6 shows a line chart
comparing the execution time of the automated
penetration testing framework and a monolithic version.
Both versions exhibit a generally similar trend across
iterations, although some notable differences emerge in
terms of execution time stability.

Quantitatively, the average execution time for the
monolithic version was 97.48 seconds, while the
framework version recorded a slightly faster average
of 95.75 seconds. This suggests a marginal performance
gain in overall runtime by the framework. However,
the standard deviation for the monolithic version
was 3.22 seconds. In contrast, the framework showed a
higher variation of 5.84 seconds, indicating that while
the framework is faster on average, it tends to be less
predictable in some early iterations.

In iterations 1 through 4, the framework showed
higher execution times than the monolithic version (e.g.,
iteration 1: framework = 111.89s vs. monolithic =
99.19s), indicating that the framework incurs additional
overhead during initial setup. This pattern is typical in
modular systems that require pre-execution dependency
resolution or dynamic loading of CVE-specific modules.

However, in iteration 6, the monolithic version
experienced a significant spike in execution time,
reaching 107.31 seconds, which is significantly above its
typical range. This anomaly likely reflects a one-off
fluctuation in system resources or internal queuing
processes in the application. While the framework
remained stable at 98.83 seconds in the same iteration,

continuing a trend of more consistent performance in the
subsequent runs.

Furthermore, the framework exhibited relatively
minor variations within a narrow band between 92.11
and 98.83 seconds—especially from iterations 7 through
11—indicating greater consistency in execution time and
suggesting that early-stage overhead diminishes after
initial executions. In contrast, the monolithic version
exhibited greater temporal fluctuation, with time values
ranging from 91.56 to 99.37 seconds. This fluctuation
likely results from lower internal modular control and
less efficient resource handling in certain conditions.

More noticeable fluctuations, particularly in iteration
6 for the monolithic version (103.31s) and iteration 1 for
the framework version (111.89s). These outliers elevate
the standard deviation in both cases and should be
considered when interpreting stability. Nevertheless,
when excluding these extremes, the framework achieves
a more uniform execution profile, reinforcing its
reliability under repeat testing conditions.

To summarize the discussion on execution time, the
monolithic version exhibits greater temporal volatility
but achieves a slightly superior average execution time.
The framework version, on the other hand, exhibits
better consistency and scalability potential—a crucial
benefit for automated and repeatable penetration testing
environments—despite having a minor startup overhead.
A significant difference in design philosophy between
monolithic and modular automated security systems is
highlighted by the trade-off between consistency and raw
performance.

Fig. 5 Sample excerpt from the automated penetration
testing report
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Fig. 6 Comparison of execution time between the
proposed automated penetration testing framework and

the monolithic version

In a subsequent test, both execution time and CPU
usage were measured concurrently, as shown in Fig. 7.
The chart confirms the previous findings: the framework
version maintained consistent execution time, while the
monolithic version showed continued variation.
Regarding CPU utilization, the framework version
demonstrated usage fluctuations ranging from -11.70%
to 25.10%. A CPU usage drop in the first iteration (-
11.70%) may suggest low computational demand or
interference from concurrent processes, such as the
execution of Nmap during network scanning. The
monolithic version exhibited similar CPU usage
behavior, with fluctuations ranging from -11.90% to
22.40%.

While both versions experienced CPU spikes, the
framework version tended to consume slightly more
resources (e.g., 25.10% in iteration 3), implying more
intensive computation. From the perspective of both
execution time and CPU usage, the framework version
demonstrated superior stability in timing, albeit at the
cost of higher CPU and memory utilization. In contrast,
the monolithic version proved more efficient in terms of
memory usage but lacked consistency in time execution,
which may affect performance under certain conditions.

C. Memory Usage Efficiency Analysis

Memory profiling evaluated the efficiency of
memory allocation and usage across both versions of the
application: the automated penetration testing
framework and the monolithic version. Key memory-
consuming components—such as importlib,
docx/image, and others—were analysed. Results are
visualized using bar charts to facilitate comparison
between the two implementations.

Fig. 8 presents the comparative memory usage for
major components, including modules such as
importlib._bootstrap, docx/image/image.py, zipfile,
and others. The importlib._bootstrap module had the
highest memory usage (1714 KiB), followed by
docx/image/image.py (1582 KiB). These components
significantly contribute to overall memory consumption
due to their roles in runtime module loading and image
processing for generating PDF report. Other
components, such as
cryptography/bindings/openssl/binding.py, pathlib,
and pyfiglet, consumed less than 200 KiB, reflecting a
minimal impact on total memory usage.

The results show that both the automated penetration
testing framework, and the monolithic version exhibit
similar performance in terms of memory consumption.
There are no significant differences in the memory usage
of the evaluated components. This equivalence is
expected, given that the architectural modification in the
framework version is primarily at the logical level
(design patterns), with no changes to the underlying
program logic that interacts with the operating system.
The libraries and memory-consuming operations remain
consistent across both versions.

The primary contributors to memory usage are the
image processing and module loading operations, while
cryptographic and auxiliary modules, such as pyfiglet,
exhibit low and stable memory usage. This suggests that
these supporting components are memory-efficient and
do not introduce overhead, reinforcing the framework's
efficiency from a memory management perspective.

Fig. 7 Comparison of execution time and CPU usage
between the proposed automated penetration testing

framework and the monolithic version
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Fig. 8 Comparison of memory usage between the proposed automated penetration testing framework and the
monolithic version

IV. CONCLUSION

This study presents a structured and extensible
approach to automating penetration testing activities
through a CVE-based modular framework. The proposed
framework introduces a layered architecture that
separates exploitation modules, scanning logic, and
reporting components. By employing design pattern
methodologies, this framework supports long-term
maintainability, facilitates the integration of new exploit
modules, and enables automated, template-based
reporting. Empirical evaluations demonstrate that,
although the framework incurs a slightly higher average
execution time in early iterations due to initial module
loading and orchestration, it consistently outperforms the
monolithic version in terms of stability and consistency.
The design also enables developers and cybersecurity
professionals to scale the testing process more
efficiently, adapt to diverse CVE structures, and present
findings in a structured format for stakeholder review
and analysis. Overall, this research represents a
significant improvement over traditional script-based
automation by offering not only automation but also a
robust architecture capable of evolving with future needs
in penetration testing, particularly following updates to
CVEs.
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