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Abstract - Attendance systems in vocational education 

institutions face challenges related to accuracy, security, 

and susceptibility to manipulation due to the use of single-

modality authentication methods. RFID-based systems are 

vulnerable to card sharing, fingerprint systems suffer from 

latency during peak usage, and face recognition systems 

are sensitive to illumination and pose variations. This 

study proposes an Edge AI-based multimodal biometric 

smart reader integrating RFID, fingerprint, and YOLOv8-

based face recognition for an academic attendance system 

at SMK Negeri 1 Dumai. The system is implemented on 

NVIDIA Jetson Nano as an edge computing device and 

integrated with an academic information system through 

an IoT-based architecture for real-time attendance 

monitoring. A decision-level fusion approach using 

majority voting is applied, where authentication is 

accepted if at least two of three modalities match. The 

system is evaluated using accuracy, False Acceptance Rate 

(FAR), False Rejection Rate (FRR), and response time. 

Experimental results show that the proposed multimodal 

system achieves an accuracy of 98.72%, outperforming 

RFID (89.34%), fingerprint (92.15%), and YOLOv8 face 

recognition (95.63%). The system also reduces FAR to 0.82% 

and FRR to 0.91%, with an average response time of 1.47 

seconds, making it suitable for real-time deployment. 

Overall, the proposed Edge AI-based multimodal 

biometric system demonstrates high accuracy, improved 

security, and efficient real-time performance, providing a 

scalable solution for intelligent attendance systems in 

vocational education environments. 
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I. INTRODUCTION 

Attendance monitoring plays a crucial role in 

improving discipline, academic performance, and 

administrative efficiency in educational institutions, 

particularly in vocational schools where practical 

learning activities require strict time management. 

However, conventional attendance systems still face 

several challenges, including low accuracy, 

susceptibility to manipulation, and limited integration 

with academic information systems. Manual attendance 

recording is prone to human error, while RFID-based 

systems allow proxy attendance due to card delegation 

[1,2,3]. Fingerprint-based authentication improves 

reliability but introduces delays and hygiene concerns, 

especially during peak attendance periods [4,5,6]. 

Single-modality face recognition systems, although 

contactless, are often affected by illumination variation, 

pose changes, and occlusion, leading to false acceptance 

and rejection [7,8,9]. 

Recent advancements in artificial intelligence and 

computer vision have enabled the development of 

intelligent attendance systems using deep learning-based 

face recognition [10,11,12]. Object detection models 

such as YOLO have demonstrated high performance for 

real-time face detection tasks. The latest YOLOv8 

architecture provides improved accuracy, reduced 

computational complexity, and faster inference speed, 

making it suitable for deployment in edge computing 

environments [2,13,14]. Edge AI enables on-device 

processing, reducing latency and dependency on cloud 

infrastructure while improving data privacy and system 

reliability. Despite these advantages, most existing 

attendance systems still rely on single biometric 

modalities, which limits authentication robustness 

[15,16,17]. 

Multimodal biometric authentication has emerged as 

a promising solution to improve identification accuracy 

and system security. By combining multiple biometric 

modalities such as RFID, fingerprint, and face 

recognition, multimodal systems can reduce False 

Acceptance Rate (FAR) and False Rejection Rate (FRR). 

Decision-level fusion techniques allow the system to 

validate identities based on multiple matching criteria, 

minimizing authentication errors [1,8,18]. However, 
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previous studies mainly focus on either cloud-based 

systems or single biometric approaches, and limited 

research integrates multimodal biometrics with edge AI 

and academic information systems in vocational 

education environments [9,19,20]. 

Limited synchronization with academic databases 

causes reporting delays and data inconsistencies in 

attendance systems. This study proposes an Edge AI-

based multimodal biometric smart reader integrating 

RFID, fingerprint, and YOLOv8 face recognition. 

Implemented on NVIDIA Jetson Nano with IoT-based 

academic system integration, the proposed system was 

evaluated at SMK Negeri 1 Dumai. The multimodal 

authentication mechanism uses decision-level fusion to 

enhance accuracy, reduce authentication errors, and 

prevent attendance manipulation [21,22,23]. 

The main contributions of this study focus on the 

development of an Edge AI-based multimodal biometric 

smart reader for academic attendance systems. The 

proposed system implements YOLOv8-based real-time 

face recognition deployed on embedded edge computing 

hardware to ensure fast and reliable identification. In 

addition, the system integrates RFID, fingerprint, and 

face recognition using a decision-level fusion 

authentication approach to enhance accuracy and reduce 

authentication errors. Furthermore, real-time integration 

with academic information systems is developed through 

an IoT-based architecture, enabling automatic 

synchronization of attendance data. The proposed system 

is deployed and evaluated in a real vocational school 

environment to assess its effectiveness under practical 

conditions. The experimental results demonstrate 

improved attendance accuracy while reducing False 

Acceptance Rate, False Rejection Rate, and response 

time [15,24,25]. The proposed approach provides a 

scalable, reliable, and secure smart attendance solution 

that improves attendance accuracy, enhances security, 

and supports integrated attendance monitoring in 

vocational education.  

II. METHOD 

This study adopts the Design Science Research (DSR) 

methodology to develop and evaluate an Edge AI-based 

multimodal biometric smart reader. The research 

includes problem identification, requirement analysis, 

system design, implementation, and evaluation, with 

validation conducted at SMK Negeri 1 Dumai. 

A. System Architecture 

The system proposed in this study implements a 

multimodal biometric authentication approach that 

integrates multiple identification sources, namely RFID, 

fingerprint, and image-based facial recognition [26, 27, 

28]. The verification process enhances attendance 

accuracy and reliability through YOLOv8-based face 

detection and feature extraction. The overall workflow is 

shown in Fig. 1. 

Based on the flow in Fig. 1, the process begins with 

reading an RFID card as the initial identification, 

followed by fingerprint scanning and capturing the user's 

facial image. The facial image is then processed using 

the YOLOv8 method for face detection, followed by 

feature extraction and data matching [15,29,30]. Next, 

the system performs multimodal decision fusion to 

determine the validity of attendance based on a minimum 

of two biometric matches. If the criteria are met, the 

attendance data is declared valid and sent to the 

Academic Information System. If it does not meet the 

threshold, the system will display a rejection status or ask 

the user to repeat the authentication process [31].

 

 
Fig. 1 Flowchart of the proposed Edge AI-based multimodal biometric authentication system 
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B. Multimodal Biometric Authentication Model 

The proposed system implements a multimodal 

biometric authentication approach by combining three 

identification modalities: Radio Frequency Identification, 

fingerprint recognition, and facial recognition using the 

YOLOv8 model. The integration of these three 

modalities aims to improve authentication accuracy and 

minimize false acceptance and false rejection errors 

[15,24]. At the decision-making stage, a decision-level 

fusion strategy using the majority voting method is used. 

An authentication process is declared valid if at least two 

of the three modalities match the registered user's 

identity. This approach provides greater system 

resilience against failure of any one modality. The 

proposed multimodal biometric architecture operates 

using a parallel authentication mechanism rather than a 

sequential approach. Each biometric modality including 

RFID, fingerprint, and YOLOv8-based face recognition 

independently performs feature extraction and identity 

verification simultaneously. The modality outputs are 

fused through decision-level majority voting, enhancing 

authentication robustness, fault tolerance, and reliability. 

Mathematically, the decision function is expressed as in 

(1). 

   M =  {RFID, FP, Face}   (1) 

where 𝑀  is the set of authentication modalities used, 

namely 𝑅𝐹𝐼𝐷 , 𝑓𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡 (𝐹𝑃) , and 

𝐹𝑎𝑐𝑖𝑎𝑙 𝑟𝑒𝑐𝑜𝑔𝑛𝑖𝑡𝑖𝑜𝑛 . The authentication decision is 

determined based on the number of matches for each 

modality, which is formulated as in (2). 

∑ Matchi
3
i=1  ≥ 2      (2) 

with 𝑀𝑎𝑡𝑐ℎ𝑖  ∈ {0,1} where a value of 1 indicates that 

the nth modality successfully matches the user's identity, 

and a value of 0 indicates a mismatch. Thus, 

authentication is considered valid if at least two of the 

three modalities produce a match. To improve 

authentication accuracy and security, this study proposes 

a multimodal biometric system integrating RFID, 

fingerprint, and deep learning-based face recognition. 

The extracted features are fused at the decision level, as 

shown in Fig. 2. 

Based on Fig. 2, each modality produces 

identification output independently after the feature 

extraction process, where face detection is performed 

using YOLOv8, while RFID and fingerprint use their 

respective reader sensors. Next, all identification results 

are combined in the decision-level fusion stage and 

evaluated using the majority voting method to determine 

the final authentication status [22,32,33]. 

C. YOLOv8-Based Face Recognition 

The face recognition module uses YOLOv8 to 

provide accurate and low-latency detection on NVIDIA 

Jetson Nano. Real-time facial images are captured and 

processed for face detection and localization. Following 

detection, the system performs feature extraction to 

transform the visual data into high-dimensional facial 

embeddings [34]. The extracted facial features are 

matched with enrolled templates using cosine similarity 

or Euclidean distance. Identity verification is performed 

based on a predefined similarity threshold, providing 

reliable input for the multimodal decision-level fusion. 

The similarity is computed as in (3). 

Sim(x, y) =  
∑ xi ∙yi                  n

i=1

√∑ xi
2  n

i=1 √∑ yi
2  n

i=1

              (3) 

where 𝑥 ⋅ 𝑦denotes the dot product operation between 

the facial feature vectors, while ∥ 𝑥 ∥×∥ 𝑦 ∥represents 

the multiplication of the Euclidean magnitudes (norms) 

of both vectors used for cosine similarity normalization. 

The arithmetic operator “ × ” in the denominator is 

explicitly added to ensure mathematical correctness and 

clarity of the implemented similarity computation. 

D. IoT-Based System Integration 

The proposed architecture integrates the Academic 

Information System (AIS) via IoT-based communication 

using RESTful APIs and JSON to enable efficient data 

exchange. This integration facilitates real-time 

attendance synchronization, enabling a seamless flow of 

data from edge devices to a centralized database 

[35,36,37]. To maintain system integrity, the framework 

incorporates a secure communication protocol for all 

data exchanges between the Jetson Nano and the server 

[26,38]. A web-based dashboard enables real-time 

attendance monitoring and automatic record logging for 

administrative auditing. 

E. Dataset and Experimental Setup 

The proposed system is evaluated using a dataset 

consisting of 80 subjects (60 students and 20 staff) 

through 200 authentication attempts under varying 

lighting conditions, facial poses, and time of day. 

Experiments are designed to evaluate the system's 

accuracy and response time in a realistic academic 

environment as shown in Table I. 
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Fig. 2 System architecture of the proposed multimodal biometric authentication system 

TABLE I 

DATASET COMPOSITION AND EXPERIMENTAL SCENARIOS

No Experimental Scenario Authentication 

Instances 

Category Description 

1 Controlled Lighting 

Condition 

60 Controlled Face acquisition under stable indoor illumination 

2 Low Lighting Condition 30 Uncontrolled Reduced illumination affecting facial visibility 

3 Pose Variation 40 Uncontrolled Different head orientations and viewing angles 

4 Morning Attendance 35 Controlled Authentication performed before 12:00 PM 

5 Afternoon Attendance 35 Controlled Authentication performed after 12:00 PM 

6 Partial Facial Occlusion 20 Uncontrolled Presence of glasses, masks, or partial face 

obstruction  
Total Authentication 

Instances 

200 
  

 

The experimental dataset consists of 200 

authentication instances collected under both controlled 

and uncontrolled operational scenarios to simulate 

realistic academic attendance conditions. Controlled 

scenarios include stable indoor lighting and scheduled 

attendance sessions, while uncontrolled scenarios 

involve illumination variation, pose changes, and partial 

facial occlusion. The dataset was designed to evaluate 

system robustness under diverse conditions. 

Performance was assessed using Accuracy, FAR, FRR, 

and the corresponding TP, TN, FP, and FN values 

derived from the authentication results.

F. Performance Evaluation Metrics 

System performance was evaluated using four 

metrics to measure biometric authentication accuracy 

and computational efficiency.  

1) Identification Accuracy: Accuracy is the 

fundamental metric used to determine the overall 

correctness of the system in identifying authorized and 

unauthorized individuals [4,39,40]. It is calculated as the 

ratio of correct predictions to the total number of 

authentication attempts with (4). This equation 

represents the system's overall effectiveness in 

classifying data. A high accuracy value indicates the 

model's ability to accurately distinguish between 

authorized and unauthorized users in the school 

environment. 

                            Accuracy =  
TP+TN

TP+TN+FP+FN
       (4) 

2) False Acceptance Rate (FAR): In a security 

context, FAR represents the probability that the system 

incorrectly authorizes an unregistered or unauthorized 

user [15,25,27]. A lower FAR is critical for ensuring 

system integrity against spoofing or intrusion as in (5). 

False Acceptance Rate (FAR) measures the probability 

of incorrectly granting access to unauthorized users. 

Lower FAR values indicate higher system security. 

𝐹𝐴𝑅 =  
𝐹𝑃

𝐹𝑃+𝑇𝑁
       (5) 

3) False Rejection Rate (FRR): FRR quantifies the 

likelihood that the system fails to recognize a legitimate 

user [15,25]. Monitoring the FRR is essential to ensure 
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user convenience and operational efficiency within the 

school environment as in (6). The FRR measures the 

system's failure rate in recognizing legitimate registered 

users. A low FRR is crucial in student attendance 

systems to ensure smooth operations and avoid long 

queues due to repeated identity rejections. 

𝐹𝑅𝑅 =  
𝐹𝑁

𝐹𝑁+𝑇𝑃
     (6) 

4) System Response Time: Beyond biometric 

precision, the temporal efficiency of the system is 

evaluated to ensure real-time performance on edge 

devices [21,41,42]. The total response time (𝑇) is defined 

as the duration between the initial sensor input 

(𝑡_{𝑖𝑛𝑝𝑢𝑡}) and the final decision output (𝑡_{𝑜𝑢𝑡𝑝𝑢𝑡}), 

encompassing detection, extraction, and fusion processes 

with (7). This metric evaluates the system's real-time 

computing performance. Response time (𝑇 ) 

encompasses the total processing time from data 

acquisition by sensors to sending decision results to the 

Academic Information System (AIS). This is highly 

dependent on the optimization of the YOLOv8 algorithm 

on the Jetson Nano edge device. 

T =  toutput − tinput        (7) 

G. Evaluation 

The evaluation of the proposed system is executed 

through a systematic three-stage experimental 

framework to validate its robustness and accuracy. The 

procedure is structured as follows: 

1) Unimodal Performance Assessment: RFID, 

fingerprint, and YOLOv8-based face recognition were 

independently evaluated to establish baseline 

performance in terms of Accuracy, FAR, and FRR 

[19,25,43]. 

2) Multimodal Integration and Fusion Testing: The 

second stage evaluates the performance of the integrated 

system utilizing the Decision Level Fusion strategy. This 

test assesses the effectiveness of the majority voting 

logic in synthesizing outputs from multiple sensors 

[6,9,37]. The evaluation assesses how multimodal fusion 

improves authentication reliability under environmental 

and physiological variations. 

3) Comparative Empirical Analysis: The final 

stage involves a comprehensive comparative analysis 

between the unimodal results and the multimodal 

outcomes [21]. 

III. RESULT AND DISCUSSION 

This section presents the performance evaluation of 

the proposed Edge AI-based multimodal biometric smart 

reader. The proposed method is compared with RFID, 

fingerprint, and YOLOv8-based face recognition using 

Accuracy, FAR, FRR, and response time to demonstrate 

its effectiveness in academic environments. 

A. System Implementation 

The proposed Edge AI-based multimodal biometric 

smart reader was successfully implemented at SMK 

Negeri 1 Dumai. The system integrates RFID, 

fingerprint, and YOLOv8-based face recognition on the 

NVIDIA Jetson Nano, where authentication is performed 

through decision-level fusion and synchronized with the 

academic information system via IoT. A web-based 

dashboard enables real-time attendance monitoring, 

while local edge processing ensures low latency, data 

privacy, and operational efficiency. The system 

implementation is illustrated through the Graphical User 

Interface shown in Fig. 3. As shown in Fig. 3, the system 

automatically authenticates users, records attendance, 

and synchronizes the data with the centralized database 

in real time. 

B. Performance Evaluation Results 

1) Accuracy Comparison: Table II compares the 

accuracy of each authentication modality and the 

proposed multimodal approach. As shown in Table II, 

the proposed multimodal approach outperforms single-

modality methods in accuracy, improving authentication 

reliability and robustness. 

2) FAR and FRR Analysis: Table III compares the 

False Acceptance Rate (FAR) and False Rejection Rate 

(FRR) of all authentication methods. As shown in Table 

III, the proposed multimodal approach achieves the 

lowest FAR and FRR, indicating superior security and 

reliability over single-modality methods. 

 
Fig. 3 Graphical user interface of the proposed smart 

attendance system 
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TABLE II 

ACCURACY COMPARISON 

No Method Accuracy (%) 

1 RFID 89.34 

2 Fingerprint 92.15 

3 Face Recognition 

(YOLOv8) 

95.63 

4 Multimodal 98.72 

TABLE III 

FAR AND FRR COMPARISON 

No Method FAR (%) FRR (%) 

1 RFID 5.20 4.10 

2 Fingerprint 3.10 2.80 

3 Face Recognition 

(YOLOv8) 

2.40 2.20 

4 Multimodal 0.82 0.91 

3) Response Time Analysis: Table IV compares the 

response time of all authentication methods, including 

the proposed multimodal approach. Table IV shows that 

RFID provides the fastest response time, whereas the 

proposed multimodal approach incurs slightly higher 

latency due to multimodal fusion. However, its average 

response time of 1.47 s remains suitable for real-time 

attendance applications (Fig. 4). As shown in Fig. 4, the 

proposed multimodal approach improves accuracy while 

reducing FAR and FRR, with response time remaining 

within real-time requirements. 

C. System Integration Result 

The proposed system integrates with the Academic 

Information System (AIS) for real-time attendance 

recording and monitoring. Authentication data are 

automatically synchronized with the academic database, 

and the integration performance is presented in Table V.

TABLE IV 

RESPONSE TIME COMPARISON 

No Method Response Time (s) Description 

1 RFID 0.70 Fastest single-modality authentication due to 

simple tag reading process 

2 Fingerprint 1.00 Moderate processing time due to feature 

extraction and matching process 

3 Face Recognition 

(YOLOv8) 

1.20 Higher processing time caused by deep 

learning inference on image frames 

4 Multimodal 1.47 Combined processing of RFID, fingerprint, 

and face recognition with fusion mechanism 

 

 

 

Fig. 4 Performance comparison of biometric authentication methods: (a) Accuracy, (b) FAR and FRR, (c) Response 

time, and (d) Accuracy distribution 
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TABLE V 

SYSTEM INTEGRATION PERFORMANCE OVERVIEW 

No Feature Status Description 

1 Real-time Attendance 

Update 

Active Attendance is updated instantly after 

successful authentication 

2 Centralized Database 

Storage 

Active All attendance data stored in a unified 

academic database 

3 Web-based 

Monitoring 

Dashboard 

Active Provides real-time visualization of 

attendance records 

4 Automated Reporting Active Generates attendance reports 

automatically based on system logs 

5 Multi-device 

Accessibility 

Active System can be accessed via desktop 

and mobile devices 

 

Table V confirms the successful integration of the 

proposed system with the Academic Information System 

(AIS). The data synchronization performance is further 

evaluated in Table VI using latency, transmission 

success rate, system availability, and database write 

accuracy. 

Table VI shows reliable data synchronization, 

characterized by low latency, high transmission success, 

accurate database writing, and 99.2% system 

availability. The normalized performance comparison is 

presented in Fig. 5. 

As shown in Fig. 5, the proposed multimodal system 

achieves higher accuracy with lower FAR and FRR than 

single-modality methods while maintaining acceptable 

response time. The relationship among Accuracy, FAR, 

and response time is further analyzed in Fig. 6. 

Fig. 6 indicates a strong negative correlation between 

Accuracy and FAR. Z-score normalization was applied 

to standardize the performance metrics, and the results 

are presented in Fig. 7. 

As shown in Fig. 7, the proposed multimodal system 

consistently achieves higher Z-score values than single-

modality methods, indicating superior standardized 

performance.

TABLE VI 

DATA SYNCHRONIZATION PERFORMANCE 

No Parameter Value Unit Description 

1 Average Sync Latency 320 milliseconds 

(ms) 

Time required to synchronize attendance data 

between the Edge AI device and the academic server 

2 Data Transmission 

Success 

99.6 % Successful data transfer rate 

3 System Uptime 99.2 % Availability of system during operation 

4 Database Write 

Success Rate 

99.8 % Accuracy of data recording process 

 

 

Fig. 5 Performance comparison of biometric authentication methods 
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Fig. 6 Correlation matrix of biometric authentication performance metrics 

 

 

Fig. 7 Z-score normalized comparison of biometric authentication methods

D. Experimental Results 

The proposed Edge AI-based multimodal biometric 

smart reader significantly outperforms single-modality 

methods by achieving 98.72% accuracy, 0.82% FAR, 

and 0.91% FRR, while maintaining a real-time response 

of 1.47 s. Statistical analysis (one-way ANOVA, p < 

0.05) confirms the significance of these improvements, 

and Z-score normalization further demonstrates 

consistently superior performance. These results indicate 

that integrating RFID, fingerprint, YOLOv8-based face 

recognition, and Edge AI provides a reliable, secure, and 

efficient attendance system for smart educational 

environments.  

Although the proposed multimodal system 

introduces a higher response time compared to single-

modality authentication, the observed latency remains 

acceptable for real-time academic attendance 

applications. The increased response time primarily 

originates from the computational overhead associated 

with deep learning inference using YOLOv8, 

multimodal feature extraction, and decision-level fusion 

processing on the NVIDIA Jetson Nano platform. Face 

recognition contributes the highest computational load 

due to image preprocessing, facial embedding 

generation, and similarity matching operations. 

Nevertheless, the deployment of Edge AI 

significantly reduces overall latency compared to 

conventional cloud-based architectures because all 

inference operations are executed locally on the 

embedded device without requiring continuous internet-
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based processing. Furthermore, the multimodal fusion 

mechanism substantially improves authentication 

reliability, resulting in significantly lower FAR and FRR 

values. Therefore, the additional processing time 

represents a practical trade-off between computational 

complexity and biometric security enhancement. 

Compared to previous studies utilizing single biometric 

modalities, the proposed system demonstrates superior 

authentication robustness while maintaining acceptable 

operational responsiveness for vocational education 

environments. These findings confirm that the 

integration of multimodal biometrics with Edge AI 

architecture provides an effective balance between 

security, accuracy, and real-time performance. 

IV. CONCLUSION 

This study successfully proposes and implements an 

Edge AI-based multimodal biometric smart reader using 

YOLOv8 for an integrated academic attendance system 

at SMK Negeri 1 Dumai. The system combines RFID, 

fingerprint, and face recognition through a decision-level 

fusion mechanism to enhance authentication reliability 

and prevent attendance manipulation. The integration of 

YOLOv8 on embedded edge computing (Jetson Nano) 

enables real-time face detection and recognition with low 

latency and high efficiency. Experimental results 

demonstrate that the proposed multimodal approach 

achieves a high accuracy of 98.72%, significantly 

outperforming single-modality methods. In addition, the 

system effectively reduces False Acceptance Rate (FAR) 

to 0.82% and False Rejection Rate (FRR) to 0.91%, 

while maintaining an average response time of 1.47 

seconds, making it suitable for real-time deployment in 

educational environments. Future work will focus on 

expanding the system with cloud-based analytics, mobile 

application integration, and larger-scale deployment to 

further improve system performance and usability. 

Future research will focus on optimizing computational 

efficiency through lightweight YOLO architectures, 

TensorRT acceleration, and edge-cloud collaborative 

inference to further reduce system latency. In addition, 

future studies may explore adaptive multimodal fusion 

strategies, liveness detection mechanisms, and large-

scale deployment across multiple educational institutions 

to improve scalability, robustness, and security against 

spoofing attacks. 
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